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8.2.7.54 SW_MUX_CTL_PAD_LCD_DATA08 SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_LCD_DATAODR).....c.ceoiieirieeeeereeeeeecreeeee et 1653

8.2.7.55 SW_MUX_CTL_PAD_LCD_DATA09 SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_LCD_DATAQ9)......oi et 1654

8.2.7.56 SW_MUX_CTL_PAD_LCD_DATA10 SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_LCD_DATAILOD).....eiiieeeeeeee oo 1656

8.2.7.57 SW_MUX_CTL_PAD_LCD_DATAI11 SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_LCD_DATAT) .cccoiiiiieiieeieeeeeeeeeeee e 1657

8.2.7.58 SW_MUX_CTL_PAD_LCD_DATA12 SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_LCD_DATAIL2) ..ot 1658

8.2.7.59 SW_MUX_CTL_PAD_LCD_DATA13 SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_LCD_DATAIL3) ... 1659

8.2.7.60 SW_MUX_CTL_PAD_LCD_DATA14 SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_LCD_DATATIL) ...t 1661

8.2.7.61 SW_MUX_CTL_PAD_LCD_DATA15 SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_LCD_DATAILS) ..ccoiieieeeeeeeeeeeeeeeeeeeee e 1662

8.2.7.62 SW_MUX_CTL_PAD_LCD_DATA16 SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_LCD_DATAILD).....ooeieeeeeeeeeeeeee e 1663
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Section number

8.2.7.63

8.2.7.64

8.2.7.65

8.2.7.66

8.2.7.67

8.2.7.68

8.2.7.69

8.2.7.70

8.2.7.71

8.2.7.72

8.2.7.73

8.2.7.74

8.2.7.75

8.2.7.76

8.2.7.77

8.2.7.78

Title

SW_MUX_CTL_PAD_LCD_DATA17 SW MUX Control Register

IOMUXC_SW_MUX_CTL_PAD_LCD_DATAI17)..cccccccceeiviiininiiinne.

SW_MUX_CTL_PAD_LCD_DATA18 SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_LCD_DATAI18).....ccccccecvviriririninnnn

SW_MUX_CTL_PAD_LCD_DATA19 SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_LCD_DATAI9).....cccceoiiiiiiiiiiiinne

SW_MUX_CTL_PAD_LCD_DATA20 SW MUX Control Register

IOMUXC_SW_MUX_CTL_PAD_LCD_DATA20)......cccccccevvririrrnrnne

SW_MUX_CTL_PAD_LCD_DATA21 SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_LCD_DATA21)..cccccccveeieirininininnn

SW_MUX_CTL_PAD_LCD_DATA22 SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_LCD_DATA22)......ccccoviiiiiiiiiiennne.

SW_MUX_CTL_PAD_LCD_DATA23 SW MUX Control Register

IOMUXC_SW_MUX_CTL_PAD_LCD_DATA23)......ccccccvevvinirinnnnn

SW_MUX_CTL_PAD_UARTI1_RX_DATA SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_UARTI1_RX_DATA)..c.ccccccvverrerennenn

SW_MUX_CTL_PAD_UARTI1_TX_DATA SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_UARTI1_TX_DATA)....cccceeuierennne

SW_MUX_CTL_PAD_UART2_RX_DATA SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_UART2_RX_DATA)......cccccecvvvrrnns

SW_MUX_CTL_PAD_UART2_TX_DATA SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_UART2_TX_DATA)...ccccecvevireenenne

SW_MUX_CTL_PAD_UART3_RX_DATA SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_UART3_RX_DATA)......cccccevieinnns

SW_MUX_CTL_PAD_UART3_TX_DATA SW MUX Control Register

IOMUXC_SW_MUX_CTL_PAD_UART3_TX_DATA).....cccccecevurvurnene.

SW_MUX_CTL_PAD_UART3_RTS_B SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_UART3_RTS_B)....ccccceouvinirininanns

SW_MUX_CTL_PAD_UART3_CTS_B SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_UART3_CTS_B).....ccccecveiuiiiiiiiicnene

SW_MUX_CTL_PAD_I2C1_SCL SW MUX Control Register

AOMUXC_SW_MUX_CTL_PAD_I2C1_SCL)....ccccccevviiiiniiiniiiiinne
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Section number Title Page
8.2.7.79 SW_MUX_CTL_PAD_I2C1_SDA SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_I2CI_SDA).....oioeee oo 1686
8.2.7.80 SW_MUX_CTL_PAD_I2C2_SCL SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD _T2C2_SCL)....oiiittieieeieeeeeeeiee et ettt et eeveeeaee s 1687
8.2.7.81 SW_MUX_CTL_PAD_I2C2_SDA SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_T2C2_SDA)....iceeeeeeeeeeeee oo e e eenee s 1688
8.2.7.82 SW_MUX_CTL_PAD_I2C3_SCL SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_I2C3_SCL)....uvii e 1690
8.2.7.83 SW_MUX_CTL_PAD_I2C3_SDA SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_I2C3_SDA)....cctteiieeteeetee ettt e eve v 1691
8.2.7.84 SW_MUX_CTL_PAD_I2C4_SCL SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_I2C4_SCL)....ueiieiieeeeeeeeee e 1692
8.2.7.85 SW_MUX_CTL_PAD_I2C4_SDA SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_I2C4_SDA).....oo e 1694
8.2.7.86 SW_MUX_CTL_PAD_ECSPI1_SCLK SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ECSPI1_SCLK)....cccteeitieirieeieeirieeeeeireeeee e v 1695
8.2.7.87 SW_MUX_CTL_PAD_ECSPI1_MOSI SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ECSPII_MOSI)....ccotiiiieeeeeeeeeeee e 1696
8.2.7.88 SW_MUX_CTL_PAD_ECSPI1_MISO SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ECSPII_MISO).....ccutiieeeeeeeeeeeeeeeeeeeeeeeee e 1698
8.2.7.89 SW_MUX_CTL_PAD_ECSPI1_SS0 SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ECSPI1_SS0).....cceiieitiiirieeeeereeeeeeee et 1699
8.2.7.90 SW_MUX_CTL_PAD_ECSPI2_SCLK SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ECSPI2_SCLK)....cceetitieitieeeeeceeeeeeeeeeee e eee s 1700
8.2.7.91 SW_MUX_CTL_PAD_ECSPI2_MOSI SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ECSPI2_MOSI).....ccteeeeeeeeeee e 1702
8.2.7.92 SW_MUX_CTL_PAD_ECSPI2_MISO SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ECSPI2_MISO)......ccouiiirieiieerieieeecieeeee e 1703
8.2.7.93 SW_MUX_CTL_PAD_ECSPI2_SS0 SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ECSPI2_SS0).....ccoiieiueeieieeeeeeeeeee e e 1704
8.2.7.94 SW_MUX_CTL_PAD_SD1_CD_B SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_SDI1_CD_B)...oooiieeeeeee e 1706
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8.2.7.95

8.2.7.96

8.2.7.97

8.2.7.98

8.2.7.99

8.2.7.100

8.2.7.101

8.2.7.102

8.2.7.103

8.2.7.104

8.2.7.105

8.2.7.106

8.2.7.107

8.2.7.108

8.2.7.109

8.2.7.110

Title

SW_MUX_CTL_PAD_SD1_WP SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SDI_WP)......ccoeceviviiiiiiiiiiiinne

SW_MUX_CTL_PAD_SDI_RESET_B SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SDI_RESET_B)......cccccccceevvruinnnnene

SW_MUX_CTL_PAD_SD1_CLK SW MUX Control Register

IOMUXC_SW_MUX_CTL_PAD_SD1_CLK).....ccccceeoiiiiiiiiiiiiiieiens

SW_MUX_CTL_PAD_SD1_CMD SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SDI_CMD)......ccccceevvviririiiiinnne

SW_MUX_CTL_PAD_SDI1_DATAO SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SDI_DATAQ).....ccccccovvevirinarinnnne

SW_MUX_CTL_PAD_SD1_DATA1 SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SD1_DATAL®)...ccccccceiviiiiiiiiiiiene

SW_MUX_CTL_PAD_SD1_DATA2 SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SDI_DATA2)....cccccccoeviviriviinnne

SW_MUX_CTL_PAD_SDI1_DATA3 SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SDI_DATA3)...cccccceceviririnirenne

SW_MUX_CTL_PAD_SD2 _CD_B SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SD2 _CD_B)...cccccccevuiiiiiiiiiiiienene

SW_MUX_CTL_PAD_SD2_WP SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SD2_WP)......cccoeviviiiiiiiiiiiinne

SW_MUX_CTL_PAD_SD2_RESET_B SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SD2_RESET_B)......ccccccccvevvrinnnnnene

SW_MUX_CTL_PAD_SD2 _CLK SW MUX Control Register

IOMUXC_SW_MUX_CTL_PAD_SD2_CLK)......cccceeouiiiiiiiiiiiiieiens

SW_MUX_CTL_PAD_SD2_CMD SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SD2_CMD)......cccccceevvviviriniirannne

SW_MUX_CTL_PAD_SD2_DATAO SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SD2_DATAQ).....ccccccevvevirinerennnne

SW_MUX_CTL_PAD_SD2 DATA1 SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SD2_DATAL)...ccccccceiiiiiniiniienne

SW_MUX_CTL_PAD_SD2_DATA2 SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SD2_DATA2)....cccccccovvvviriviiinnns
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8.2.7.111

8.2.7.112

8.2.7.113

8.2.7.114

8.2.7.115

8.2.7.116

8.2.7.117

8.2.7.118

8.2.7.119

8.2.7.120

8.2.7.121

8.2.7.122

8.2.7.123

8.2.7.124

8.2.7.125

8.2.7.126

Title

SW_MUX_CTL_PAD_SD2_DATA3 SW MUX Control Register

IOMUXC_SW_MUX_CTL_PAD_SD2_DATA3)....ccccceoiiiiiiiiiiiiiiiccciccieiene

SW_MUX_CTL_PAD_SD3_CLK SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SD3_CLK)....ccccccecuriiirinininiiieenieseieieeenee

SW_MUX_CTL_PAD_SD3_CMD SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SD3_CMD)....c.cccceiiiiiiiiiiiiiiiiieicceieceee

SW_MUX_CTL_PAD_SD3_DATAO SW MUX Control Register

IOMUXC_SW_MUX_CTL_PAD_SD3_DATAOQ)....c.cccccoeviririniniiiiiiiiccieecne

SW_MUX_CTL_PAD_SD3_DATA1 SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SD3_DATAI)...ccceciiiiiiiieiiiiinceiceeeene

SW_MUX_CTL_PAD_SD3_DATA2 SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SD3_DATA2)...ccccccieiiiiiiiiiiiiiiciicieieeene

SW_MUX_CTL_PAD_SD3_DATA3 SW MUX Control Register

IOMUXC_SW_MUX_CTL_PAD_SD3_DATA3)....ccccceoiiiiiiiiiiiiiiiccicceiene

SW_MUX_CTL_PAD_SD3_DATA4 SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SD3_DATA4)....cccceoieieiiieiniiiiieeieieeene

SW_MUX_CTL_PAD_SD3_DATAS5 SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SD3_DATAS)...cccoeteieirieinenereereeeseeeenenne

SW_MUX_CTL_PAD_SD3_DATA6 SW MUX Control Register

IOMUXC_SW_MUX_CTL_PAD_SD3_DATA®G)......cccccuvieiriiiiiiiiiciiicieiene

SW_MUX_CTL_PAD_SD3_DATA7 SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SD3_DATAT7)...cccccueiiiiiiiiiiiiineeeiesieeene

SW_MUX_CTL_PAD_SD3_STROBE SW MUX Control Register

IOMUXC_SW_MUX_CTL_PAD_SD3_STROBE).......cccccceeiiiiiiiiiiiiiiciiciceee

SW_MUX_CTL_PAD_SD3_RESET_B SW MUX Control Register

IOMUXC_SW_MUX_CTL_PAD_SD3_RESET _B)....c.ccccceouiviiiiiiininiiiiinicnne

SW_MUX_CTL_PAD_SAI1_RX DATA SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SAI1_RX_DATA)....cccccceceviririnininiicieenne

SW_MUX_CTL_PAD_SAIl_TX_ BCLK SW MUX Control Register

IOMUXC_SW_MUX_CTL_PAD_SAI1_TX_BCLK)....c.ccceciiiiiiiiiiiiiiiiiiiicene

SW_MUX_CTL_PAD_SAIl_TX_SYNC SW MUX Control Register

AOMUXC_SW_MUX_CTL_PAD_SAI1_TX_SYNO).....cccccevuiviiiiiniiiiiiiiiicns
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Section number

8.2.7.127

8.2.7.128

8.2.7.129

8.2.7.130

8.2.7.131

8.2.7.132

8.2.7.133

8.2.7.134

8.2.7.135

8.2.7.136

8.2.7.137

8.2.7.138

8.2.7.139

8.2.7.140

8.2.7.141

8.2.7.142

Title

SW_MUX_CTL_PAD_SAIl_TX_DATA SW MUX Control Register

IOMUXC_SW_MUX_CTL_PAD_SAIl_TX_DATA)...c.cccccevvvirinininnne

SW_MUX_CTL_PAD_SAI1_RX_SYNC SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SAI1_RX_SYNC)....cccccecerivirininne

SW_MUX_CTL_PAD_SAIl_RX BCLK SW MUX Control Register

IOMUXC_SW_MUX_CTL_PAD_SAI1_RX_BCLK).......ccccceciiiiiiinne

SW_MUX_CTL_PAD_SAIl_MCLK SW MUX Control Register

IOMUXC_SW_MUX_CTL_PAD_SAIl_MCLK).....c.cccecevviiiiiiiiiininnnnns

SW_MUX_CTL_PAD_SAI2_TX_SYNC SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SAI2_ TX_SYNOQO)...c.ccecvvvivirivirennne.

SW_MUX_CTL_PAD_SAI2_TX_ BCLK SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_SAI2_TX_BCLK)......cccoeiiiiiiannn.

SW_MUX_CTL_PAD_SAI2_RX_DATA SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SAI2_RX_DATA)......ccccceviviviannne

SW_MUX_CTL_PAD_SAI2_TX_DATA SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_SAI2_TX_DATA)...c.ccecuevvriririninnnn.

SW_MUX_CTL_PAD_ENET1_RGMII_RDO SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ENET1_RGMII_RDO)...........cccceeeueee

SW_MUX_CTL_PAD_ENET1_RGMII_RD1 SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ENET1_RGMII_RDI).....c.ccccevuveunne

SW_MUX_CTL_PAD_ENET1_RGMII_RD2 SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ENET1_RGMII_RD2)........cccecevveuene

SW_MUX_CTL_PAD_ENET1_RGMII_RD3 SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ENET1_RGMII_RD3)........ccccceeeuene

SW_MUX_CTL_PAD_ENET1_RGMII_RX_CTL SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_ENET1_RGMII_RX_CTL)..................

SW_MUX_CTL_PAD_ENET1_RGMII_RXC SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_ENET1_RGMII_RXCO)......cccccovereenuene.

SW_MUX_CTL_PAD_ENET1_RGMII_TDO SW MUX Control Register

(IOMUXC_SW_MUX_CTL_PAD_ENET1_RGMII_TDO)........cccceeueunns

SW_MUX_CTL_PAD_ENET1_RGMII_TD1 SW MUX Control Register

IOMUXC_SW_MUX_CTL_PAD_ENET1_RGMII_TDI)......ccccceevvrnenee
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Section number Title Page
8.2.7.143 SW_MUX_CTL_PAD_ENET1_RGMII_TD2 SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ENETI_RGMII_TD2)......ccceeitiieieeieeceeeeeeeee e 1770
8.2.7.144 SW_MUX_CTL_PAD_ENET1_RGMII_TD3 SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ENETI_RGMII_TD3).......ccoviiieeiieeeiiieeeee e 1771
8.2.7.145 SW_MUX_CTL_PAD_ENET1_RGMII_TX_CTL SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ENET1_RGMII_TX_CTL)...coceeiiiiieieeeeiieeeeeeieeee e 1773
8.2.7.146 SW_MUX_CTL_PAD_ENET1_RGMII_TXC SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ENETI_RGMII_TXOC).....ccceevviirieeieeieecieeeeeee e 1774
8.2.7.147 SW_MUX_CTL_PAD_ENETI1_TX_CLK SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ENET1_TX_CLK)....cceeitiiiiieeeeiieeeiiee e 1775
8.2.7.148 SW_MUX_CTL_PAD_ENET1_RX_CLK SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ENET1_RX_CLK).....cccotttiiiiieiiiiiee et 1777
8.2.7.149 SW_MUX_CTL_PAD_ENET1_CRS SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ENETI_CRS).....ooioiiiiiieiieeee e 1778
8.2.7.150 SW_MUX_CTL_PAD_ENET1_COL SW MUX Control Register
(IOMUXC_SW_MUX_CTL_PAD_ENETI_COL).....cciitiiiiiiieciieeeeee et 1779
8.2.7.151 SW_PAD_CTL_PAD_GPIO1_I008 SW PAD Control Register
(IOMUXC_SW_PAD_CTL_PAD_GPIO1_IO08)......ccciittrieeeeiiiieee ettt 1780
8.2.7.152 SW_PAD_CTL_PAD_GPIO1_I009 SW PAD Control Register
(IOMUXC_SW_PAD_CTL_PAD_GPIO1_TO09)......ccuuieiieiieeieeeeeeeeeeeeeee e 1781
8.2.7.153 SW_PAD_CTL_PAD_GPIO1_IO10 SW PAD Control Register
(IOMUXC_SW_PAD_CTL_PAD_GPIOT_IO10).....uuiiiciiieeiieeeeieeeeeeeeee e 1783
8.2.7.154 SW_PAD_CTL_PAD_GPIO1_IO11 SW PAD Control Register
(IOMUXC_SW_PAD_CTL_PAD_GPIOT_IOT1)uuiiiieeiiiieeeeeeee et 1784
8.2.7.155 SW_PAD_CTL_PAD_GPIO1_I012 SW PAD Control Register
(IOMUXC_SW_PAD_CTL_PAD_GPIOT_TO12).....iiiiieiieeiieeeeeeeeeeeeeeee e 1785
8.2.7.156 SW_PAD_CTL_PAD_GPIO1_I013 SW PAD Control Register
(IOMUXC_SW_PAD_CTL_PAD_GPIOT_IO13)....cuiiieiiieieeeeeeee e 1786
8.2.7.157 SW_PAD_CTL_PAD_GPIO1_1014 SW PAD Control Register
(IOMUXC_SW_PAD_CTL_PAD_GPIOT_IOT14) ..ot 1787
8.2.7.158 SW_PAD_CTL_PAD_GPIO1_IO15 SW PAD Control Register
(IOMUXC_SW_PAD_CTL_PAD_GPIOI_TO15).....iioiieiiiiieeeeeee e 1789
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8.2.7.159

8.2.7.160

8.2.7.161

8.2.7.162

8.2.7.163

8.2.7.164

8.2.7.165

8.2.7.166

8.2.7.167

8.2.7.168

8.2.7.169

8.2.7.170

8.2.7.171

8.2.7.172

8.2.7.173

8.2.7.174

Title

SW_PAD_CTL_PAD_JTAG_MOD SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_JTAG_MOD).......ccccceviviiiiiiiinnnnn

SW_PAD_CTL_PAD_JTAG_TCK SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_JTAG_TCK).....cccecerinininiiiireenne

SW_PAD_CTL_PAD_JTAG_TDI SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_JTAG_TDI)......ccccociiiiiiiiiiiiiiinnns

SW_PAD_CTL_PAD_JTAG_TDO SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_JTAG_TDO)......ccccceceviviririninanns

SW_PAD_CTL_PAD_JTAG_TMS SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_JTAG_TMS)....ccccecevvirininirineniennns

SW_PAD_CTL_PAD_JTAG_TRST_B SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_JTAG_TRST_B).....ccccccceiiiiiannn

SW_PAD_CTL_PAD_EPDC_DATAO00 SW PAD Control Register

IOMUXC_SW_PAD_CTL_PAD_EPDC_DATAQQO).......cccccccevvvurnuanns

SW_PAD_CTL_PAD_EPDC_DATAO1 SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_EPDC_DATAOI)...cccccccenieriniannenne

SW_PAD_CTL_PAD_EPDC_DATAO02 SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_EPDC_DATAQ2).......cccceouevuineanne

SW_PAD_CTL_PAD_EPDC_DATAO03 SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_EPDC_DATAOQ3)......cccccecevivininns

SW_PAD_CTL_PAD_EPDC_DATAO04 SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_EPDC_DATAO4)...cccccccevveevinianncnnn

SW_PAD_CTL_PAD_EPDC_DATAO05 SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_EPDC_DATAOQS)....cccccecevverinenennens
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8.2.7.204 SW_PAD_CTL_PAD_LCD_DATAO02 SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_LCD_DATAOQ2)......ccccecerivininiiiinieieicieienee

8.2.7.205 SW_PAD_CTL_PAD_LCD_DATAO03 SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_LCD_DATAO3)....ccccociiiiiiiiiiiiiiiiciicieeeeee
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SW_PAD_CTL_PAD_I2C2_SCL SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_I2C2_SCL)....ccccccevueiiiiiiiniiinincnnns
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(IOMUXC_SW_PAD_CTL_PAD_ENETI_RGMII_RDO).....cc.cccccocerriinirriniaiennnns

SW_PAD_CTL_PAD_ENET1_RGMII_RDI1 SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_ENETI_RGMII_RD1)......cccccccociiiiiiiiiiiinns,

SW_PAD_CTL_PAD_ENET1_RGMII_RD2 SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_ENETI_RGMII_RD2).......ccccccecvviniiinininnnn.

SW_PAD_CTL_PAD_ENETI_RGMII_RD3 SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_ENETI_RGMII_RD3).....ccccccccverviniiiniiiennns

SW_PAD_CTL_PAD_ENET1_RGMII_RX_CTL SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_ENETI_RGMII_RX_CTL).....cccccceviriiininnne.

SW_PAD_CTL_PAD_ENET1_RGMII_RXC SW PAD Control Register

IOMUXC_SW_PAD_CTL_PAD_ENETI_RGMII_RXC)......cccccccoeviiiiiiiniiiiinnns

SW_PAD_CTL_PAD_ENETI_RGMII_TDO0O SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_ENET1_RGMII_TDO)......ccccccccvverviineneneaiennne

SW_PAD_CTL_PAD_ENET1_RGMII_TD1 SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_ENETI_RGMII_TD1)....cccccccccciiiiiniiiiniine

SW_PAD_CTL_PAD_ENET1_RGMII_TD2 SW PAD Control Register

IOMUXC_SW_PAD_CTL_PAD_ENETI_RGMII_TD2).......ccccccecvviriniiiniinnanne.

SW_PAD_CTL_PAD_ENETI_RGMII_TD3 SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_ENETI_RGMII_TD3).....ccccecemeriinenieneeiennne

SW_PAD_CTL_PAD_ENET!_RGMII_TX_CTL SW PAD Control Register

(IOMUXC_SW_PAD_CTL_PAD_ENETI_RGMIL_TX_CTL)......ccccccccceiiiiiiinnnnns

SW_PAD_CTL_PAD_ENET1_RGMII_TXC SW PAD Control Register

IOMUXC_SW_PAD_CTL_PAD_ENETI_RGMII_TXC).....ccccceoeriiiniriiiininnne
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Section number

8.2.7.303

8.2.7.304

8.2.7.305

8.2.7.306

8.2.7.307

8.2.7.308

8.2.7.309

8.2.7.310

8.2.7.311

8.2.7.312

8.2.7.313

8.2.7.314

8.2.7.315

8.2.7.316

8.2.7.317

8.2.7.318

Title Page

SW_PAD_CTL_PAD_ENETI1_TX_CLK SW PAD Control Register
AOMUXC_SW_PAD_CTL_PAD_ENETI_TX_CLK).....ccccceeiviiiiiiiiiiiiiiiiiicicccicen 1963

SW_PAD_CTL_PAD_ENETI_RX_CLK SW PAD Control Register
(IOMUXC_SW_PAD_CTL_PAD_ENETI_RX_CLK).....cccccestirieiiiiiiiiiiiniiineeeeeseieen 1964

SW_PAD_CTL_PAD_ENETI1_CRS SW PAD Control Register
(IOMUXC_SW_PAD_CTL_PAD_ENETI_CRS)....ccccoiiiiiiiiiiiiiiiiiiccicccccee 1965

SW_PAD_CTL_PAD_ENETI1_COL SW PAD Control Register
IOMUXC_SW_PAD_CTL_PAD_ENETI_COL).....c.ccccciiiiiiiiiiiiiiiiiiiiiecicccieees 1966

FLEXCANI1_RX_SELECT_INPUT DAISY Register
(IOMUXC_FLEXCANI_RX_SELECT_INPUT)....ccccectiiiniiniiiiniiiiicicieicicceeeeeese e 1967

FLEXCAN2_RX_SELECT_INPUT DAISY Register
(IOMUXC_FLEXCAN2_RX_SELECT_INPUT).....cccccooiiiiiiiiiiiiiiiciceecceec e 1968

CCM_EXT_CLK_1_SELECT_INPUT DAISY Register
IOMUXC_CCM_EXT_CLK_1_SELECT_INPUT)......cccceeciniiiiiiiiiiiiiiiiiiecccccce 1969

CCM_EXT_CLK_2_SELECT_INPUT DAISY Register
(IOMUXC_CCM_EXT_CLK_2_SELECT_INPUT)....ccccectviiniiiiiiiiiieicieieecceceeeeeen 1969

CCM_EXT_CLK_3_SELECT_INPUT DAISY Register
(IOMUXC_CCM_EXT_CLK_3_SELECT_INPUT).....c.ccccoiiiiiiiiiiiiiiiiiiiiceiececeeeeieee 1970

CCM_EXT_CLK_4_SELECT_INPUT DAISY Register
IOMUXC_CCM_EXT_CLK_4_SELECT_INPUT)......ccccceeviniiiiiiniiiiiiiiiiiiecccc e 1971

CCM_PMIC_READY_SELECT_INPUT DAISY Register
(IOMUXC_CCM_PMIC_READY_SELECT_INPUT)....cc.cccccviiiiiiiiiniiiiiniiinieniesieeiene 1971

CSI_DATA2_SELECT_INPUT DAISY Register
(IOMUXC_CSI_DATA?2_SELECT_INPUT).....cociiiiiiiiiiiiiiiiiie e 1972

CSI_DATA3_SELECT_INPUT DAISY Register
(IOMUXC_CSI_DATA3_SELECT_INPUT)......ccccciiiiiiiiiiiiiiiiiec e 1973

CSI_DATA4_SELECT_INPUT DAISY Register
(IOMUXC_CSI_DATA4_SELECT_INPUT)......ccceiiiiiiiiiiiiciiieeicecese et 1974

CSI_DATAS_SELECT_INPUT DAISY Register
(IOMUXC_CSI_DATAS5_SELECT _INPUT).....cociiiiiiiiiiiiiiiiie e 1975

CSI_DATAG6_SELECT_INPUT DAISY Register
(IOMUXC_CSI_DATAG6_SELECT_INPUT)......cccociiiiiiiiiiiiiiiiiccecee s 1976

i.MX 7Solo Applications Processor Reference Manual, Rev. 0.1, 08/2016

NXP Semiconductors

75



Section number Title

8.2.7.319 CSI_DATA7_SELECT_INPUT DAISY Register

(IOMUXC_CSI_DATA7_SELECT_INPUT)......cccccoiiiiiiiiiiiiiiiiiciiiciccce

8.2.7.320  CSI_DATAS8_SELECT_INPUT DAISY Register

(IOMUXC_CSI_DATAS8_SELECT_INPUT)......ccceoeiiiiiiiiiiiiiiiicieeesieeieee

8.2.7.321 CSI_DATA9_SELECT_INPUT DAISY Register

(IOMUXC_CSI_DATA9_SELECT_INPUT).....ccccoiiiiiiiiiiiiiiiicccceceeeccee

8.2.7.322 CSI_HSYNC_SELECT_INPUT DAISY Register

AOMUXC_CSI_HSYNC_SELECT_INPUT)......c.cccccuiiiiiiiiiiiiiiiiiiiicccccieiee

8.2.7.323 CSI_PIXCLK_SELECT_INPUT DAISY Register

(IOMUXC_CSI_PIXCLK_SELECT_INPUT).....ccccouiiiiiiiiiiiiiciciceneeeeeeenee

8.2.7.324  CSIL_VSYNC_SELECT_INPUT DAISY Register

(IOMUXC_CSI_VSYNC_SELECT_INPUT)......ccccooiiiiiiiiiiiiiiiiiiccceecce e

8.2.7.325 ECSPI1_SCLK_SELECT_INPUT DAISY Register

(IOMUXC_ECSPI1_SCLK_SELECT_INPUT)......cccecoviiiiiiiniiiiiiiiiiicicic

8.2.7.326  ECSPI1_MISO_SELECT_INPUT DAISY Register

(IOMUXC_ECSPI1_MISO_SELECT_INPUT).....ccccceociminiiniiiiiiieieiiieecieeecans

8.2.7.327 ECSPI1_MOSI_SELECT_INPUT DAISY Register

(IOMUXC_ECSPI1_MOSI_SELECT _INPUT)....ccoccciiiiiiiiiiiiiiiiiiiciccieiecicee

8.2.7.328 ECSPI1_SSO_B_SELECT_INPUT DAISY Register

(IOMUXC_ECSPI1_SSO_B_SELECT_INPUT).......cccciviniiiiiiiiiiiiciiiccce,

8.2.7.329  ECSPI2_SCLK_SELECT_INPUT DAISY Register

(IOMUXC_ECSPI2_SCLK_SELECT_INPUT)....ccccceciviiiiiniiiiiniinicicicieieiene

8.2.7.330  ECSPI2_MISO_SELECT_INPUT DAISY Register

(IOMUXC_ECSPI2_MISO_SELECT _INPUT)....cccccciiiiiiiiiiiiiiiiiiicnccieceeicee

8.2.7.331 ECSPI2_MOSI_SELECT_INPUT DAISY Register

(IOMUXC_ECSPI2_MOSI_SELECT_INPUT).......cceceviiiiiiiiiiiiiiiiiiciiiicccs

8.2.7.332  ECSPI2_SS0_B_SELECT_INPUT DAISY Register

(IOMUXC_ECSPI2_SSO_B_SELECT_INPUT).....ccccecininiiiiiiiiiieicieieceeeeee,

8.2.7.333  ECSPI3_SCLK_SELECT_INPUT DAISY Register

(IOMUXC_ECSPI3_SCLK_SELECT_INPUT)......cccccciiiiiiiiiiiiiiiciccceeceeee,

8.2.7.334 ECSPI3_MISO_SELECT_INPUT DAISY Register

IOMUXC_ECSPI3_MISO_SELECT_INPUT).....c.ccccciviiiiiiiiiiiiiiiiiciiiiccs
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Section number

8.2.7.335

8.2.7.336

8.2.7.337

8.2.7.338

8.2.7.339

8.2.7.340

8.2.7.341

8.2.7.342

8.2.7.343

8.2.7.344

8.2.7.345

8.2.7.346

8.2.7.347

8.2.7.348

8.2.7.349

8.2.7.350
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Title

ECSPI3_MOSI_SELECT_INPUT DAISY Register

(IOMUXC_ECSPI3_MOSI_SELECT_INPUT)......cccceceviiiniiiniiiiiiiiienne

ECSPI3_SSO_B_SELECT_INPUT DAISY Register

(IOMUXC_ECSPI3_SSO0_B_SELECT_INPUT).....ccccceovvvirininininiiieiennee

ECSPI4_SCLK_SELECT_INPUT DAISY Register

(IOMUXC_ECSPI4_SCLK_SELECT_INPUT)......ccccocoiiiiiiiiiiiiiiiice

ECSPI4_MISO_SELECT_INPUT DAISY Register

(IOMUXC_ECSPI4_MISO_SELECT_INPUT).....cccceceviiiniiiniiiiiiicienne

ECSPI4_MOSI_SELECT_INPUT DAISY Register

(IOMUXC_ECSPI4_MOSI_SELECT_INPUT).....cccccectminininiiniiiinicicienne

ECSPI4_SS0_B_SELECT_INPUT DAISY Register

(IOMUXC_ECSPI4_SSO_B_SELECT_INPUT).....cccccccoiiiiiiiiiiiiiiiiiiee

CCM_ENETI1_REF_CLK_SELECT_INPUT DAISY Register

(IOMUXC_CCM_ENETI1_REF_CLK_SELECT_INPUT)........ccccccvevrrnnnnn.

ENET1_MDIO_SELECT_INPUT DAISY Register

(IOMUXC_ENET1_MDIO_SELECT_INPUT).....cccccectvininiiniiniiiiieicienne

ENETI1_RX CLK_SELECT_INPUT DAISY Register

(IOMUXC_ENETI_RX_CLK_SELECT_INPUT)......cccccccoiiiiiiiiiiiiine

CCM_ENET2_REF_CLK_SELECT_INPUT DAISY Register

(IOMUXC_CCM_ENET2_REF_CLK_SELECT_INPUT)........cccccceevrrnnnnn.

ENET2_MDIO_SELECT_INPUT DAISY Register

(IOMUXC_ENET2_MDIO_SELECT_INPUT).....cccccecevinininiiniiiiieicienne

ENET2_RX CLK_SELECT_INPUT DAISY Register

(IOMUXC_ENET2_RX_CLK_SELECT_INPUT)......ccccccoiiiiiiiiiiiiiine

EPDC_PWR_IRQ_SELECT_INPUT DAISY Register

(IOMUXC_EPDC_PWR_IRQ_SELECT_INPUT)......cccccccvviiiiiiiiinininne

EPDC_PWR_STAT_SELECT_INPUT DAISY Register

(IOMUXC_EPDC_PWR_STAT_SELECT_INPUT).....cccceeininiiiiiiiicnne

FLEXTIMER1_CHO_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMER1_CHO_SELECT_INPUT).......cccccciiiiiiiiiiiiene

FLEXTIMER1_CHI1_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMER1_CHI_SELECT_INPUT)......cccccccoviiiniiiiiinnne
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Section number

8.2.7.351

8.2.7.352

8.2.7.353

8.2.7.354

8.2.7.355

8.2.7.356

8.2.7.357

8.2.7.358

8.2.7.359

8.2.7.360

8.2.7.361

8.2.7.362

8.2.7.363

8.2.7.364

8.2.7.365

8.2.7.366

Title

FLEXTIMER1_CH2_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMER1_CH2_SELECT_INPUT)............c.........

FLEXTIMER1_CH3_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMER1_CH3_SELECT_INPUT)........ccccoueeuee.

FLEXTIMER1_CH4_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMERI1_CH4_SELECT_INPUT)...........c..........

FLEXTIMER1_CHS5_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMER1_CHS_SELECT_INPUT)............c.........

FLEXTIMER1_CH6_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMER1_CH6_SELECT_INPUT)........cccocoueee.

FLEXTIMER1_CH7_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMERI1_CH7_SELECT_INPUT).....................

FLEXTIMER1_PHA_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMER1_PHA_SELECT_INPUT).......cccecceuee.

FLEXTIMER1_PHB_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMER1_PHB_SELECT_INPUT)........cccoueee.

FLEXTIMER2_CHO_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMER2_CHO_SELECT_INPUT)......................

FLEXTIMER2_CHI1_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMER2_CHI_SELECT_INPUT)............c.........

FLEXTIMER2_CH2_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMER2_CH2_SELECT_INPUT)........ccccoueeuee.

FLEXTIMER2_CH3_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMER2_CH3_SELECT_INPUT)......................

FLEXTIMER2_CH4_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMER2_CH4_SELECT_INPUT)...........cc......

FLEXTIMER2_CHS_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMER2_CHS5_SELECT_INPUT)......c.ccccoueenee.

FLEXTIMER2_CH6_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMER2_CH6_SELECT_INPUT)........cccceeneee.

FLEXTIMER2_CH7_SELECT_INPUT DAISY Register

(IOMUXC_FLEXTIMER2_CH7_SELECT_INPUT)............c........
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Section number

8.2.7.367

8.2.7.368

8.2.7.369
8.2.7.370
8.2.7.371
8.2.7.372
8.2.7.373
8.2.7.374
8.2.7.375
8.2.7.376

8.2.7.377

8.2.7.378

8.2.7.379

8.2.7.380

8.2.7.381

8.2.7.382

8.2.7.383

8.2.7.384

8.2.7.385

8.2.7.386

Title Page

FLEXTIMER2_PHA_SELECT_INPUT DAISY Register
(IOMUXC_FLEXTIMER2_PHA_SELECT _INPUT)....cccccccoiiiiiiniiiinieinieeeeeeeeeeeeee e 2022

FLEXTIMER2_PHB_SELECT_INPUT DAISY Register
(IOMUXC_FLEXTIMER2_PHB_SELECT_INPUT).....c.cccociviiiniiniiiiieiciciciciceeceeeee, 2023

12C1_SCL_SELECT_INPUT DAISY Register IOMUXC_I2C1_SCL_SELECT_INPUT)...2023
12C1_SDA_SELECT_INPUT DAISY Register JOMUXC_I2C1_SDA_SELECT_INPUT). 2024
12C2_SCL_SELECT_INPUT DAISY Register IOMUXC_I2C2_SCL_SELECT_INPUT)...2025
12C2_SDA_SELECT_INPUT DAISY Register IOMUXC_I2C2_SDA_SELECT_INPUT). 2025
[12C3_SCL_SELECT_INPUT DAISY Register IOMUXC_I2C3_SCL_SELECT_INPUT)...2026
12C3_SDA_SELECT_INPUT DAISY Register IOMUXC_I2C3_SDA_SELECT_INPUT). 2027
12C4_SCL_SELECT_INPUT DAISY Register IOMUXC_I2C4_SCL_SELECT_INPUT)...2027
12C4_SDA_SELECT_INPUT DAISY Register IOMUXC_I2C4_SDA_SELECT_INPUT). 2028

KPP_COLO_SELECT_INPUT DAISY Register
(IOMUXC_KPP_COLO_SELECT_INPUT).....cccocciiiiiiiiiiiiiiiiiiiiiccccccc e 2029

KPP_COLI1_SELECT_INPUT DAISY Register
(IOMUXC_KPP_COLI1_SELECT_INPUT).....ccceeiiiiiiiiiiiieieiiieiceeeeece e 2030

KPP_COL2_SELECT_INPUT DAISY Register
(IOMUXC_KPP_COL2_SELECT_INPUT)....cccociiiiiiiiiiiiiiiiii e 2031

KPP_COL3_SELECT_INPUT DAISY Register
IOMUXC_KPP_COL3_SELECT_INPUT).....cccecciiiiiiiiiiiiiiiiiiciccecc s 2032

KPP_COL4_SELECT_INPUT DAISY Register
(IOMUXC_KPP_COL4_SELECT_INPUT).....ccceeiiiiiiiiiiiieicicieiceeecceeeee e 2033

KPP_COLS_SELECT_INPUT DAISY Register
(IOMUXC_KPP_COLS_SELECT _INPUT)...c.coctiiitiniieicieieeeieteeeeee et 2034

KPP_COL6_SELECT_INPUT DAISY Register
IOMUXC_KPP_COL6_SELECT_INPUT).....cccocoiiiiiiiiiiiiiiiiiiciccccceee s 2035

KPP_COL7_SELECT_INPUT DAISY Register
(IOMUXC_KPP_COL7_SELECT_INPUT).....ccceeiiiiiiiiiiiieicicieiciceeeee e 2036

KPP_ROWO_SELECT_INPUT DAISY Register
(IOMUXC_KPP_ROWO_SELECT_INPUT).....cccccoiiiiiiiiiiiiiiiiic e 2037

KPP_ROWI1_SELECT_INPUT DAISY Register
IOMUXC_KPP_ROWI1_SELECT_INPUT).....cccccciiiiiiiiiiiiiiiiiiiciiicccciccecce e 2038
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Section number

8.2.7.387

8.2.7.388

8.2.7.389

8.2.7.390

8.2.7.391

8.2.7.392

8.2.7.393

8.2.7.394

8.2.7.395

8.2.7.396

8.2.7.397

8.2.7.398

8.2.7.399

8.2.7.400

8.2.7.401

8.2.7.402

Title

KPP_ROW?2_SELECT_INPUT DAISY Register

(IOMUXC_KPP_ROW?2_SELECT_INPUT).......ccccceevrvuinnnnne

KPP_ROW3_SELECT_INPUT DAISY Register

(IOMUXC_KPP_ROW3_SELECT_INPUT).......ccocevirirannnne

KPP_ROW4_SELECT_INPUT DAISY Register

(IOMUXC_KPP_ROW4_SELECT_INPUT).......ccccceoveiiienns

KPP_ROWS5_SELECT_INPUT DAISY Register

(IOMUXC_KPP_ROWS5_SELECT_INPUT).......cccceevivviniinnnne

KPP_ROWG6_SELECT_INPUT DAISY Register

(IOMUXC_KPP_ROWG6_SELECT_INPUT).......cccovvviniiiannnee

KPP_ROW?7_SELECT_INPUT DAISY Register

(IOMUXC_KPP_ROW7_SELECT_INPUT).......ccccceoviiiiinns

LCD_BUSY_SELECT_INPUT DAISY Register

(IOMUXC_LCD_BUSY_SELECT_INPUT).......ccccceevvvuinuennene

LCD_DATAOO_SELECT_INPUT DAISY Register

(IOMUXC_LCD_DATAOQO_SELECT_INPUT)......cccccceveveunnen.

LCD_DATAOI_SELECT_INPUT DAISY Register

(IOMUXC_LCD_DATAO1_SELECT_INPUT).......ccccccecveinnns

LCD_DATAO2_SELECT_INPUT DAISY Register

(IOMUXC_LCD_DATAO02_SELECT_INPUT)........cccoecvvurnnne.

LCD_DATAO03_SELECT_INPUT DAISY Register

(IOMUXC_LCD_DATAOQO3_SELECT_INPUT)......ccccccoveueunnene

LCD_DATAO04_SELECT_INPUT DAISY Register

(IOMUXC_LCD_DATAO04_SELECT_INPUT).......ccccccecveiinnens

LCD_DATAOS5_SELECT_INPUT DAISY Register

(IOMUXC_LCD_DATAO5_SELECT_INPUT)........cccecvvurnnne.

LCD_DATAO06_SELECT_INPUT DAISY Register

(IOMUXC_LCD_DATAQ6_SELECT_INPUT).......cccccoveveunnen.

LCD_DATAO7_SELECT_INPUT DAISY Register

(IOMUXC_LCD_DATAO7_SELECT_INPUT).......ccccccecveiinnens

LCD_DATAOS_SELECT_INPUT DAISY Register

(IOMUXC_LCD_DATAO8_SELECT_INPUT)........cccecvvurnennn.
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Section number Title Page

8.2.7.403  LCD_DATAO09_SELECT_INPUT DAISY Register
(IOMUXC_LCD_DATAQ9_SELECT _INPUT)....cccceoiiiiiiiiiiniiiiiiiciiicicccccececcce 2051

8.2.7.404  LCD_DATA10_SELECT_INPUT DAISY Register
(IOMUXC_LCD_DATAIT0_SELECT_INPUT)....ccoccteiiiiiiiiiiniiniiiiiciciciciecieeeceeeeee e 2052

8.2.7.405 LCD_DATAI11_SELECT_INPUT DAISY Register
(IOMUXC_LCD_DATA11_SELECT_INPUT).....cccciiiiiiiiiiiiiiiiiiiececeee e 2053

8.2.7.406  LCD_DATAI12_SELECT_INPUT DAISY Register
(IOMUXC_LCD_DATAI12_SELECT_INPUT)....cccccoeiiiiiiiiiiiiniiiiiiiciiiciccecceccce 2053

8.2.7.407 LCD_DATAI13_SELECT_INPUT DAISY Register
(IOMUXC_LCD_DATAI3_SELECT_INPUT)....ccccteiiiiiiniiniiniiiiiiicicicieicieeeeeceeee s 2054

8.2.7.408 LCD_DATA14_SELECT_INPUT DAISY Register
(IOMUXC_LCD_DATA14_SELECT_INPUT).....cccciiiiiiiiiiiiiiiiiieiceecee e 2055

8.2.7.409  LCD_DATAI5_SELECT_INPUT DAISY Register
(IOMUXC_LCD_DATAIS5_SELECT_INPUT)....ccccceciiiiiiiiiiniiiiiiiiiiicicccicceeecce 2055

8.2.7.410  LCD_DATA16_SELECT_INPUT DAISY Register
(IOMUXC_LCD_DATA16_SELECT_INPUT)....ccoccoeiiiiiiiiniiniiiiieicicicieeeeeeceeeeee s 2056

8.2.7.411 LCD_DATA17_SELECT_INPUT DAISY Register
(IOMUXC_LCD_DATA17_SELECT_INPUT).....ccccoiiiiiiiiiiiiiiiiiiiceecee e 2057

8.2.7412  LCD_DATAI18_SELECT_INPUT DAISY Register
(IOMUXC_LCD_DATAI8_SELECT _INPUT)....ccccceciiiiiiiiiiiniiiiiiiiciiicicciccceccce 2057

8.2.7.413 LCD_DATA19_SELECT_INPUT DAISY Register
(IOMUXC_LCD_DATAI19_SELECT_INPUT)....ccocciviiiiiiiniiniiniiiciicicicicieicieeececeeee e 2058

8.2.7.414  LCD_DATA20_SELECT_INPUT DAISY Register
(IOMUXC_LCD_DATA20_SELECT_INPUT).....ccccoiiiiiiiiiiiiiiiiiiececeee e 2059

8.2.7.415 LCD_DATA21_SELECT_INPUT DAISY Register
(IOMUXC_LCD_DATA21_SELECT_INPUT)....ccoccoeoiiiiiiiiiniiiiiiiiciiiiicccicceeccce 2059

8.2.7416  LCD_DATA22 _SELECT_INPUT DAISY Register
(IOMUXC_LCD_DATA22_SELECT_INPUT)....ccocceiiiiiiiiiniiniiieieicicicicieeeeeeeeeee s 2060

8.2.7.417 LCD_DATA23_SELECT_INPUT DAISY Register
(IOMUXC_LCD_DATA23_SELECT_INPUT).....ccccoiiiiiiiiiiiiiiiiiieeeee e 2061

8.2.7.418 LCD_VSYNC_SELECT_INPUT DAISY Register
(IOMUXC_LCD_VSYNC_SELECT _INPUT)....ccoiiieeiee e 2061
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Section number

8.2.7.419

8.2.7.420

8.2.7.421

8.2.7.422

8.2.7.423

8.2.7.424

8.2.7.425

8.2.7.426

8.2.7.427

8.2.7.428

8.2.7.429

8.2.7.430

8.2.7.431

8.2.7.432

8.2.7.433

8.2.7.434

Title Page

SAIl_RX_BCLK_SELECT_INPUT DAISY Register
IOMUXC_SAII_RX_BCLK_SELECT_INPUT)......ccccceciiiiiniiiiiiiiiiiicicicccccc e 2062

SAIl_RX_DATA_SELECT_INPUT DAISY Register
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Store engine status Channel 0 Register (PXP_HW_PXP_INPUT_STORE_STATUS_CHO)..3965

Store engine status Channel 1 Register (PXP_HW_PXP_INPUT_STORE_STATUS_CH1)..3966

PXP_HW_PXP_INPUT_STORE_SIZE _CHO.......cccccceiiiiiiiiiiiiiiiieieieeceeeeceeieeae 3966
PXP_HW_PXP_INPUT_STORE_SIZE _CHI.......ccecceiiiiiiiiiiiiiiiiiiiiicccccee 3967
PXP_HW_PXP_INPUT_STORE_PITCH.........cccceoiiiiiiiiiiiiiiiieee e 3967
PXP_HW_PXP_INPUT_STORE_SHIFT_CTRL_CHO.......c.cccccccveiiiiiinininininiiienicieiene 3968
PXP_HW_PXP_INPUT_STORE_SHIFT_CTRL_CHI.......cccccceoiiiiiiiniiiiiiiiiiciciee 3969
PXP_HW_PXP_INPUT_STORE_ADDR_0_CHO........ccccocoiiiiiiiiiiiiiiiiiieicice e 3971
PXP_HW_PXP_INPUT_STORE_ADDR _1_CHO.....ccccccccviiiiiiiiiiiiiiiniiiie e 3971
PXP_HW_PXP_INPUT_STORE_FILL_DATA_CHO........cccccccceeiiiiiiiiiiiiiiiiiiiiiccices 3972
PXP_HW_PXP_INPUT_STORE_ADDR_O_CHI.......cccccoiiiiiiiiiiiiiiiiice e 3972
PXP_HW_PXP_INPUT_STORE_ADDR _1_CHI.....ccccceoiiiiiiiiiiiiiiinieine e 3973
PXP_HW_PXP_INPUT_STORE_D_MASKO_H_CHO.........cccccecvniiiiiiiiiiiiiiiiiniiiciee 3973
PXP_HW_PXP_INPUT_STORE_D_MASKO_L _CHO........cccceiiiiiiiiiiiiiiiiiiiiccicee, 3974
PXP_HW_PXP_INPUT_STORE_D_MASKI_H_CHO......cc.ccccooeciiiiininininiiiiiencciee 3974
PXP_HW_PXP_INPUT_STORE_D_MASKI_L_CHO......ccccccoeiiiiiiiiiiiiiiiiiiicce 3974
PXP_HW_PXP_INPUT_STORE_D_MASK?2 H_CHO........cccccooiiiiiiiiiiiiiiiiiicceee, 3975
PXP_HW_PXP_INPUT_STORE_D_MASK2_L_CHO.....cccccceeueiiiiiiiiiiiiiieicicceceeene 3975
PXP_HW_PXP_INPUT_STORE_D_MASK3_H_CHO.......ccccccoeoiiiiiiiniiiiiiiiiiiiciciee 3976
PXP_HW_PXP_INPUT_STORE_D_MASK3_ L CHO.......ccccoiiiiiiiiiiiiiiiiiiiiccccee, 3976
PXP_HW_PXP_INPUT_STORE_D_MASK4_H_CHO......cccccccceviiiiininininiiiieiienicieiee 3977
PXP_HW_PXP_INPUT_STORE_D_MASK4_L_CHO........cccoceviiiiiiiiiiiiiiiiiiiiicce 3977
PXP_HW_PXP_INPUT_STORE_D_MASKS_H_CHO......ccccceotviiininininincneieseneeeienne 3978
PXP_HW_PXP_INPUT_STORE_D_MASKS_L_CHO.....cccccceouiiiiiiiiiiiiiicieiececcecne 3978
PXP_HW_PXP_INPUT_STORE_D_MASK6_H_CHO.........ccccecviiiiiiiiiiiiiiiiiiniiicice 3978
PXP_HW_PXP_INPUT_STORE_D_MASKO6_L_CHO.....coceoeriiiiiiiiiiiieieceeeeeeseeeeenene 3979
PXP_HW_PXP_INPUT_STORE_D_MASK7_H_CHO......cccccccceciiiiiiinininiiiieieniciciee 3979
PXP_HW_PXP_INPUT_STORE_D_MASK7_L_CHO......c.cccoceviiiiiiiiiiiiiiiiiiiiccce 3980
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Section number

13.6.12.113
13.6.12.114
13.6.12.115
13.6.12.116
13.6.12.117
13.6.12.118

13.6.12.119

13.6.12.120

13.6.12.121

13.6.12.122

13.6.12.123
13.6.12.124
13.6.12.125
13.6.12.126
13.6.12.127
13.6.12.128
13.6.12.129
13.6.12.130
13.6.12.131
13.6.12.132
13.6.12.133
13.6.12.134
13.6.12.135
13.6.12.136
13.6.12.137

13.6.12.138

Title Page
PXP_HW_PXP_INPUT_STORE_D_SHIFT_L_CHO.....c..ccooovrrrrrrririrrneirnsisinsisessssesssnens 3980
PXP_HW_PXP_INPUT_STORE_D_SHIFT_H_CHO.....cc...coooverrirrrinriineiieeiieneesensisnseenne. 3982
PXP_HW_PXP_INPUT_STORE_F_SHIFT_L_CHO........ccoceovvmrrrrrrimrrnrrreriineiesisesisessensnann. 3984
PXP_HW_PXP_INPUT_STORE_F_SHIFT_H_CHO.......co..cosvvemrrrrrrinrirneisnsieesesenssen oo 3986
PXP_HW_PXP_INPUT_STORE_F_MASK_L_CHO......ccooorsrvrmrierrineirneisneeseeeseseseneenen. 3988
PXP_HW_PXP_INPUT_STORE_F_MASK_H_CHO........cccoccovvurrimrrrirnrinsiesiseniesnsiesieeneoas 3988

Pre-fetch engine Control Channel 0 Register
(PXP_HW_PXP_DITHER_FETCH_CTRL_CHO).......ccceceiiiiiiiiiiiiiiiicccceece 3989

Pre-fetch engine Control Channel 1 Register
(PXP_HW_PXP_DITHER_FETCH_CTRL_CHI)...cccceotiiiiiiiiiicicinencneeeeeceeee 3991

Pre-fetch engine status Channel 0 Register
(PXP_HW_PXP_DITHER_FETCH_STATUS_CHO).....cecteieiiiieieienie et 3994

Store engine status Channel 1 Register

(PXP_HW_PXP_DITHER_FETCH_STATUS_CHI).....cccceeiiiiiiiiiiiiiiiiiiiiicccece 3995
PXP_HW_PXP_DITHER_FETCH_ACTIVE_SIZE _ULC_CHO........cccccciiviiiiiiiiiiincnen. 3995
PXP_HW_PXP_DITHER_FETCH_ACTIVE_SIZE_LRC_CHO........cccccocveneriininiininienenn 3996
PXP_HW_PXP DITHER_FETCH_ACTIVE_SIZE ULC_CHIl......cccceocvviiiniiiiniiiniecnne. 3996
PXP_HW_PXP_DITHER_FETCH_ACTIVE_SIZE LRC_CHI........cccccoooiiiiiiiiiiiiie 3997
PXP_HW_PXP_DITHER_FETCH_SIZE_CHO.........cccccccoviiiiiiiiiiiiiiiiiiinc e 3997
PXP_HW_PXP_DITHER_FETCH_SIZE_CHI.......c.cccccioiiiiiiiiiiiiiiiiicicciee 3998
PXP_HW_PXP_DITHER_FETCH_BACKGROUND_COLOR_CHO.........ccccccceceeiiriannnnn. 3998
PXP_HW_PXP_DITHER_FETCH_BACKGROUND_COLOR_CHI.....ccccceceevuinieniiniaaannee. 3999
PXP_HW_PXP_DITHER_FETCH_PITCH..........ccccccoeiiiiiiiiiiiiiiiiiiicicec 3999
PXP_HW_PXP_DITHER_FETCH_SHIFT_CTRL_CHO........cccccccooiiiiiiiiiiiiiiiicciee 4000
PXP_HW_PXP_DITHER_FETCH_SHIFT_CTRL_CHI......ccccccoeoiiiiiiininiiiniciciciee 4001
PXP_HW_PXP_ DITHER_FETCH_SHIFT_OFFSET_CHO........cccccceciniiiininiiniciieeenee 4003
PXP_HW_PXP_DITHER_FETCH_SHIFT_OFFSET_CHI........cccccooiiiiiiiiiiiiiiiiieee 4004
PXP_HW_PXP_DITHER_FETCH_SHIFT_WIDTH_CHO.........cccccceceeciniiinininiiniiniiicienne 4005
PXP_HW_PXP_ DITHER_FETCH_SHIFT WIDTH_CHI.......ccccceoiiiiiiiiniiiinieiiicceeee, 4006
PXP_HW_PXP_DITHER_FETCH_ADDR_O_CHO.........ccccccciiiiiiiiiiiiiiiiiniicccicces 4006
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13.6.12.139
13.6.12.140
13.6.12.141
13.6.12.142
13.6.12.143

13.6.12.144

13.6.12.145

13.6.12.146
13.6.12.147
13.6.12.148
13.6.12.149
13.6.12.150
13.6.12.151
13.6.12.152
13.6.12.153
13.6.12.154
13.6.12.155
13.6.12.156
13.6.12.157
13.6.12.158
13.6.12.159
13.6.12.160
13.6.12.161
13.6.12.162
13.6.12.163
13.6.12.164

13.6.12.165

Title Page
PXP_HW_PXP_DITHER_FETCH_ADDR _1_CHO........coooverrreriererieneirneinsiiesssesesensnnon. 4007
PXP_HW_PXP_DITHER_FETCH_ADDR_0_CHI...ceoooosriumriirnrirnriieeiieeeieneiseeisees s 4007
PXP_HW_PXP_DITHER_FETCH_ADDR _1_CHI...ccoooorvoerreerrresrreesseseiessses s 4008

Store engine Control Channel 0 Register (PXP_HW_PXP_DITHER_STORE_CTRL_CHO0).4008
Store engine Control Channel 1 Register (PXP_HW_PXP_DITHER_STORE_CTRL_CH1).4011

Store engine status Channel O Register
(PXP_HW_PXP_DITHER_STORE_STATUS_CHO).....ccoetetreimieinieinieinieeeeeeieeeeeeeeeenes 4013

Store engine status Channel 1 Register

(PXP_HW_PXP_DITHER_STORE_STATUS_CHI).....cccoiiiiiiiiiiiiiiiiiicecicciee 4014
PXP_HW_PXP_DITHER_STORE_SIZE_CHO.........ccccceoiiiiiiiiiiiiiiniiininc e 4014
PXP_HW_PXP_DITHER_STORE_SIZE_CHI.......c.cccccooiiiiiiiiiiiiiiiiiiiccecciee 4015
PXP_HW_PXP_DITHER_STORE_PITCH.........ccccceoiiiiiiiiiiiiiiiiiccceceee e 4015
PXP_HW_PXP_DITHER_STORE_SHIFT_CTRL_CHO.......ccccceceeciniiininininiinieicieiee 4016
PXP_HW_PXP_DITHER_STORE_SHIFT_CTRL_CHI........ccccceciiiiiiiiiniiiiiiicicie 4017
PXP_HW_PXP_DITHER_STORE_ADDR_0_CHO.........c.ccccccoiiiiiiiiiiiiiiiiiiiicccce 4019
PXP_HW_PXP_DITHER_STORE_ADDR _1_CHO.......ccccccccoeiiiiiiiiniiininiieniccceee 4019
PXP_HW_PXP_DITHER_STORE_FILL_DATA_CHO.........ccccccccoeviiiiiiiiiniiiiiiiiciee 4020
PXP_HW_PXP_DITHER_STORE_ADDR_O_CHI........ccccoiiiiiiiiiiiiiiii e, 4020
PXP_HW_PXP_DITHER_STORE_ADDR _1_CHI....cc.cccccoeiiiiiiiiiininininiieiecceeee 4021
PXP_HW_PXP_DITHER_STORE_D_MASKO _H_CHO.......cceeceniiiiiiiinieniiienceieeeens 4021
PXP_HW_PXP_DITHER_STORE_D_MASKO_L_CHO.......ccccocooiiiiiiiiiiiiiiiiiiccice 4022
PXP_HW_PXP_DITHER_STORE_D_MASKI_H_CHO......c.cccccoeciriniiininininiinicicieiee 4022
PXP_HW_PXP_DITHER_STORE_D_MASKI_L_CHO.......ccccccceiiiiiiiiiiiiiiiiiiiiiiiiice 4022
PXP_HW_PXP_DITHER_STORE_D_MASK?2 H_CHO.......cccccoiiiiiiiiiiiiiiiiiiiiicces 4023
PXP_HW_PXP_DITHER_STORE_D_MASK2_L_CHO.......cceeceeuiriiiiiiiiiiiiiiieicieiece 4023
PXP_HW_PXP_DITHER_STORE_D_MASK3 _H_CHO.....c.cceecvimiiiiniiiinienciiencereieeene 4024
PXP_HW_PXP_DITHER_STORE_D_MASK3_L_CHO.......ccccoceiiiiiiiiiiiiiiiiiiccicic 4024
PXP_HW_PXP_DITHER_STORE_D_MASK4_H_CHO......c.cccccoeoiviniiininininiinciciciee 4025
PXP_HW_PXP_DITHER_STORE_D_MASK4_L_CHO.......cccceoeviiniiiiiiiiiiiiiiiiiicice 4025
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Section number

13.6.12.166
13.6.12.167
13.6.12.168
13.6.12.169
13.6.12.170
13.6.12.171
13.6.12.172
13.6.12.173
13.6.12.174
13.6.12.175
13.6.12.176
13.6.12.177
13.6.12.178
13.6.12.179
13.6.12.180
13.6.12.181
13.6.12.182
13.6.12.183
13.6.12.184
13.6.12.185

13.6.12.186

13.6.12.187
13.6.12.188
13.6.12.189
13.6.12.190
13.6.12.191
13.6.12.192

13.6.12.193

Title Page
PXP_HW_PXP_DITHER_STORE_D_MASKS_H_CHO.....cccoecineiniiniinineececnenne 4026
PXP_HW_PXP_DITHER_STORE_D_MASKS_L_CHO......ccececvrieiriiniiniinereeseceeeene 4026
PXP_HW_PXP_DITHER_STORE_D_MASKG6_H_CHO.....ccceovvuiiriiniiineineincireenene 4026
PXP_HW_PXP_DITHER_STORE_D_MASKO6_L_CHO......cccecccvreiniininiiininecneeneeene 4027
PXP_HW_PXP_DITHER_STORE_D_MASK7_H_CHO.....cccccceceviriiiiniineincincencees 4027
PXP_HW_PXP_DITHER_STORE_D_MASK7_L_CHO.....cececeotrieirieineiniineeneeneieseieee 4028
PXP_HW_PXP_DITHER_STORE_D_SHIFT_L_CHO.....ccccccccecertmirnininineineinecnecnenenne 4028
PXP_HW_PXP_DITHER_STORE_D_SHIFT_H_CHO.......ccccccccoriiiiiiiniinenecneceeeee 4030
PXP_HW_PXP_DITHER_STORE_F_SHIFT _L_CHO....cceccsctrtiiieiinieinieinieenieeeeeeeeeieee 4032
PXP_HW_PXP_DITHER_STORE_F_SHIFT_H_CHO......ccccccoeceneimiiniincincincieceerenes 4034
PXP_HW_PXP_DITHER_STORE_F MASK L_CHO......ccccceoeiniiniincirieincieceeeees 4036
PXP_HW_PXP_DITHER_STORE_F MASK H_CHO.....cccceeiimiiiiinieincinescciceeee 4036
Dither Control Register O (PXP_HW_PXP_DITHER_CTRL).....c..cccccooiiiiiniiiiniiinicceeee, 4037

Final stage lookup value Register (PXP_HW_PXP_DITHER_FINAL_LUT_DATAO).......... 4040
Final stage lookup value Register (PXP_HW_PXP_DITHER_FINAL_LUT_DATAI).......... 4041
Final stage lookup value Register (PXP_HW_PXP_DITHER_FINAL_LUT_DATA2).......... 4042

Final stage lookup value Register (PXP_HW_PXP_DITHER_FINAL_LUT_DATA3).......... 4042

Histogram Control Register. (PXP_HW_PXP_HIST_A_CTRL).....cccceooiiiiiiiiieiecieee, 4043
Histogram Pixel Mask Register. (PXP_HW_PXP_HIST_A_MASK).....ccccocvviniininiinennene. 4044
Histogram Pixel Buffer Size Register. (PXP_HW_PXP_HIST A_BUF_SIZE)...................... 4046
Total Number of Pixels Used by Histogram Engine.

(PXP_HW_PXP_HIST_A_TOTAL_PIXEL).....cctetitiirinienierieieieieeeeeeeeee e 4046
The X Coordinate Offset for Active Area. (PXP_HW_PXP_HIST_A_ACTIVE_AREA_X)..4047
The Y Coordinate Offset for Active Area. (PXP_HW_PXP_HIST _A_ACTIVE_AREA_Y)..4047
Histogram Result Based on RAW Pixel Value. (PXP_HW_PXP_HIST_A_RAW_STATO)...4048

Histogram Result Based on RAW Pixel Value. (PXP_HW_PXP_HIST A _RAW_STATI)...4048

Histogram Control Register. (PXP_HW_PXP_HIST_B_CTRL).....cccccceiiniiniiiinieciieeeen 4049
Histogram Pixel Mask Register. (PXP_HW_PXP_HIST_B_MASK).....cccccocevvieninvininiincnn 4050
Histogram Pixel Buffer Size Register. (PXP_HW_PXP_HIST B_BUF_SIZE)...................... 4051
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13.6.12.194

13.6.12.195
13.6.12.196
13.6.12.197
13.6.12.198
13.6.12.199
13.6.12.200
13.6.12.201
13.6.12.202
13.6.12.203
13.6.12.204
13.6.12.205
13.6.12.206
13.6.12.207
13.6.12.208
13.6.12.209
13.6.12.210
13.6.12.211
13.6.12.212
13.6.12.213
13.6.12.214
13.6.12.215
13.6.12.216
13.6.12.217
13.6.12.218
13.6.12.219
13.6.12.220

13.6.12.221

Title Page
Total Number of Pixels Used by Histogram Engine.
(PXP_HW_PXP_HIST_B_TOTAL_PIXEL).......ccceceetiiiiiiiiiiiiicciccccc s 4052

The X Coordinate Offset for Active Area. (PXP_HW_PXP_HIST _B_ACTIVE_AREA_X)..4052
The Y Coordinate Offset for Active Area. (PXP_HW_PXP_HIST_B_ACTIVE_AREA_Y)..4053
Histogram Result Based on RAW Pixel Value. (PXP_HW_PXP_HIST_B_RAW_STATO0)...4053

Histogram Result Based on RAW Pixel Value. (PXP_HW_PXP_HIST_B_RAW_STATI)...4054

2-level Histogram Parameter Register. (PXP_HW_PXP_HIST2_PARAM).......cccccoceeveruennen. 4054
4-level Histogram Parameter Register. (PXP_HW_PXP_HIST4 PARAM)......cccccoovvenuennenne. 4055
8-level Histogram Parameter 0 Register. (PXP_HW_PXP_HIST8_PARAMO)........cccceeveune 4056
8-level Histogram Parameter 1 Register. (PXP_HW_PXP_HISTS8_PARAMI).....ccccccccvevuene 4057
16-level Histogram Parameter 0 Register. (PXP_HW_PXP_HIST16_PARAMO)................... 4058
16-level Histogram Parameter 1 Register. (PXP_HW_PXP_HIST16_PARAMI)................... 4059
16-level Histogram Parameter 2 Register. (PXP_HW_PXP_HIST16_PARAM?2)................... 4060
16-level Histogram Parameter 3 Register. (PXP_HW_PXP_HIST16_PARAM3)................... 4061
32-level Histogram Parameter O Register. (PXP_HW_PXP_HIST32_PARAMO)................... 4062
32-level Histogram Parameter 1 Register. (PXP_HW_PXP_HIST32_PARAMI)........c.c.... 4063
32-level Histogram Parameter 2 Register. (PXP_HW_PXP_HIST32_PARAM?2)................... 4064
32-level Histogram Parameter 3 Register. (PXP_HW_PXP_HIST32_PARAM3)......ccccce.... 4065
32-level Histogram Parameter O Register. (PXP_HW_PXP_HIST32_PARAM4).................. 4066
32-level Histogram Parameter 1 Register. (PXP_HW_PXP_HIST32_PARAMS).................. 4067
32-level Histogram Parameter 2 Register. (PXP_HW_PXP_HIST32_PARAMO)................... 4068
32-level Histogram Parameter 3 Register. (PXP_HW_PXP_HIST32_PARAMTY)......cccccecuue. 4069
PXP_HW_PXP_COMP_CTRL....ccirtiriiiiiiiiiiietetetet ettt 4069
PXP_HW_PXP_COMP_FORMATO. .....cceeiieuieieieiietieitete ettt ettt eneeneeneene e 4070
PXP_HW_PXP_COMP_FORMAT L .....oeiiitiiieieiitet ettt 4072
PXP_HW_PXP_COMP_FORMAT2......ccoetitiiiiiintintntetesteste ettt 4073
PXP_HW_PXP_COMP_MASKO......eeiiieieieieieiiet ettt ettt et eee e 4073
PXP_HW_PXP_COMP_MASKI ..ottt 4074
PXP_HW_PXP_COMP_BUFFER _SIZE.......cccccceotiiiimininininineneieteteteeetee e e 4074
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13.6.12.222 PXP_HW_PXP_COMP_SOURCE........ccoceotmiiriiiniiiiinieeneeneeneesect ettt seene e 4075
13.6.12.223 PXP_HW_PXP_COMP_TARGET.......ccccooiiiiiiieieencreereee s 4075
13.6.12.224 PXP_HW_PXP_COMP_BUFFER _A......cccceotiiiiiiniiiinieiinieinetnee ettt 4076
13.6.12.225 PXP_HW_PXP_COMP_BUFFER _B.......ccccooiiiiiiiiiiiiiniinencnctnctnietstce et 4076
13.6.12.226 PXP_HW_PXP_COMP_BUFFER_C.......ccccioiiiiiiiiiiiiincinceeceteeeeee et 4077
13.6.12.227 PXP_HW_PXP_COMP_BUFFER _Di......ccocceotiiniiiiniiiiniiinieiinieenietniet ettt 4077
13.6.12.228 PXP_HW_PXP_COMP_DEBUG.......cccccsioimiiriiiniiiiiinieeneeneenee ettt neene e 4077
13.6.12.229 PXP_HW_PXP_BUS_MUZX . ....cciiiiiiiiiiietieieieeenteeseesee e 4078
13.6.12.230 PXP_HW_PXP_HANDSHAKE READY_MUXO.......cccceiieimimininiiiniiinieeneenieeniee s 4078
13.6.12.231 PXP_HW_PXP_HANDSHAKE READY_MUXI.....ccoceiiniimiiniineineneeeeeeeeeeeeee 4079
13.6.12.232 PXP_HW_PXP_HANDSHAKE_DONE_MUXO......c.ccccccesteuimieiineinieireinietneeeeeeieeeieneenens 4080
13.6.12.233 PXP_HW_PXP_HANDSHAKE DONE_MUXI .....ccceoviririimiiirieinieirieinieenieeeieesieeeieneenens 4081
13.6.12.234 PXP_HW_PXP_HANDSHAKE_CPU_FETCH.......cccccccsiiimiimininiinineeneeneceecnecneene 4082
13.6.12.235 PXP_HW_PXP_HANDSHAKE_ CPU_STORE.........cccccisiimiiniiniincinceeeeeeeeieeeeeenne 4084

13.7 Synchronous Audio INterface (SAL)......couii ettt ettt ettt et et b et b et e b e et e eseeneeene 4087

1371 OVEIVIBW.etinitinietitetiniee ettt ettt etttk ettt b ettt b et b et bbb e b et n st eb et a et ene 4087
13.7.1.1 FRATUIES. ...t s 4087

13.7.1.2 BIOCK IAZIAIMN. ...ttt ettt h et ettt et nae et eees 4087

13.7.1.3 MOAES OF OPEIATION. c..c.eteutiitiiieitieieete ettt ettt ettt ettt ettt ettt et sbe et sbe et sbeeaesaeenaesaeen 4088
13.7.1.3.1 RUN MOdE......oiiiiiiiiiii 4088

13.7.1.3.2 STOP MIOAES. ...ttt ettt ettt sttt et b e b e et e nbeene et ens 4088

13.7.1.3.3 DEbUZ MOAEL.......eeiiiiiiiiiiiiieee ettt 4088

13.7.2 EXEETNAL STZNALS. .. .ciiuiiiiiiiie ittt ettt e b e st e e e sat e e bt e s ab e e bt e et e e bt e sabeenbeesabeebeesaneen 4089
13.7.3  Functional dESCTIPHION. .....c.eeutruirtiitirtintitetert ettt ettt ettt ettt sa et sttt e ettt ettt ebe bt besbesteebesaesaennen 4091
13.7.3.1 SAL CLOCKING ...ttt ettt 4091
13.7.3.1.1 Audio Master ClOCK. .........couiiiiiiiiiiiiiii 4091

13.7.3.1.2  BIECIOCK. ettt 4091

13.7.3.1.3  BUS CLOCK- ..ttt 4092

13.7.3.2 SATTESLLS. ...t 4092
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13.7.4

Title Page

13.7.3.2.1 SOFEWATE TESEL.....ouiiiiiiiiiiiiiieiie e 4092

13.7.3.2.2 FIFO T@SCL. ittt st 4092

13.7.33 SYNCATONOUS MOMES......cueuiiiitiieriiteieietet ettt sttt ettt ettt sae e 4092
13.7.3.3.1 SYNChronoUS MOME.........ooueriiriiiiiriieieiieeeeete ettt 4093

13.7.3.4 Frame SyNc CONTIGUIAtION. .....coouiiiiiiitieiieeie ettt ettt st ettt et e s e 4093
13.7.3.5 Data FIFO......ciiiiiiiiiiie ettt ettt ettt 4094
13.7.3.5.1 Data aliNMENT......cccuiiiiiiiieiicete ettt 4094

13.7.3.5.2 FIFO POINLETS. ..cevteeiiieiiieitesiit ettt ettt ettt ettt ettt ettt e bt sateesanesaneens 4095

13.7.3.6 WOTd MASK TEZISTET...c.cueiieireiieiieiiiiteteet ettt ettt ettt sttt et eaeeaes 4095
13.7.3.7 Interrupts and DMA TEQUESES. ...cc.eetiriiiieiienteeteetcete sttt ettt ettt sae e 4096
13.7.3.7.1 FIFO 1eqUESt flag.....ccviiiiieiiiiiieeieeie ettt 4096
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Chapter 1
Introduction

1.1 Introduction

This chapter introduces the architecture of the .MX 7Solo Multimedia Applications
Processor. The 1.MX 7Solo processor represents NXP Semiconductor’s latest
achievement in integrated multimedia applications processors that are part of a growing
family of multimedia-focused products offering high-performance processing optimized
for lowest power consumption.

1.2 Target Applications

The 1.MX 7Solo is defined as the next-generation Applications Processor for the power
sensitive use cases. It has a specific feature set for many mobile battery powered
applications. 1.MX 7Solo provides all the interfaces necessary for connecting peripherals
such as WLAN, BlueTooth and etc.

1.MX 7Solo is a follow-on to the 1.MX 6SoloLite, with advanced performance and higher
power efficiency.

1.3 Acronyms and Abbreviations

The table below contains acronyms and abbreviations used in this document.

Acronyms and Abbreviated Terms

Term Meaning

ADC Analog-to-Digital Converter

AHB Advanced High-performance Bus

Table continues on the next page...
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Acronyms and Abbreviations

Term Meaning
AIPS ARM IP Bus
ALU Arithmetic Logic Unit
AMBA Advanced Microcontroller Bus Architecture
APB Advanced Peripheral Bus
ASRC Asynchronous Sample Rate Converter
AXI Advanced eXtensible Interface
BIST Built-In Self Test
CA7 ARM Cortex A7
CAN Controller Area Network
CCM Clock Controller Module
CPU Central Processing Unit
CsSi CMOS Sensor Interface
CSu Central Security Unit
CTI Cross Trigger Interface
DAP Debug Access Port
DDR Double data rate
DMA Direct memory access
DPLL Digital phase-locked loop
DRAM Dynamic random access memory
ECC Error correcting codes
ECSPI Enhanced Configurable SPI
EIM External Interface Module
ENET Ethernet
EPIT Enhanced Periodic Interrupt Timer
EPROM Erasable Programmable Read-Only Memory
ETM Embedded Trace Macrocell
FIFO First-In-First-Out
GIC General Interrupt Controller
GPC General Power Controller
GPIO General-Purpose 1/0
GPR General-Purpose Register
GPS Global Positioning System
GPT General-Purpose Timer
GPU Graphics Processing Unit
HAB High-Assurance Boot
I2C or I2C Inter-Integrated Circuit
IC Integrated Circuit
IEEE Institute of Electrical and Electronics Engineers
IOMUX Input-Output Multiplexer
IP Intellectual Property
IrDA Infrared Data Association

Table continues on the next page...
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Term Meaning
JTAG Joint Test Action Group (a serial bus protocol usually used for test purposes)
LCD Liquid Crystal Display
LCDIF Liquid Crystal Display Interface
LDO Low-Dropout
LIFO Last-In-First-Out
LRU Least-Recently Used
LSB Least-Significant Byte
LUT Look-Up Table
LVDS Low Voltage Differential Signaling
MAC Medium Access Control
MMC Multimedia Card
MMDC Multi Mode DDR Controller
MSB Most-Significant Byte
MT/s Mega Transfers per second
OCRAM On-Chip Random-Access Memory
OCOTP On-Chip One-Time Programmable Controller
PCI Peripheral Component Interconnect
PCle PCI enhanced
PCMCIA Personal Computer Memory Card International Association
PGC Power Gating Controller
PIC Programmable Interrupt Controller
PMU Power Management Unit
POR Power-On Reset
PSRAM Pseudo-Static Random Access Memory
PWM Pulse Width Modulation
PXP Pixel Pipeline
QoS Quality of Service
R2D Radians to Degrees
RISC Reduced Instruction Set Computing
ROM Read-Only Memory
ROMCP ROM Controller with Patch
RTOS Real-Time Operating System
Rx Receive
SAl Synchronous Audio Interface
SCuU Snoop Control Unit
SD Secure Digital
SDIO Secure Digital Input/Output
SDLC Synchronous Data Link Control
SDMA Smart DMA
SIM Subscriber Identification Module
SoC System-on-Chip

Table continues on the next page...
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Term Meaning
SPBA Shared Peripheral Bus Arbiter
SPDIF Sony Phillips Digital Interface
SPI Serial Peripheral Interface
SRAM Static Random-Access Memory
SRC System Reset Controller
TFT Thin-Film Transistor
TPIU Trace Port Interface
Tx Transmit
TZASC TrustZone Address Space Controller
UART Universal Asynchronous Receiver/Transmitter
uSB Universal Serial Bus
USDHC Ultra Secured Digital Host Controller
WDOG Watchdog
WLAN Wireless Local Area Network
WXGA Wide Extended Graphics Array

1.4 Features

1.4.1 ARM Cortex-A7 Platform

The 1.MX 7Solo Applications Processor is based on ARM Cortex A7 MPCore™
Platform, which has the following features:

e ARM Cortex A7 MPCore™ Processor, including
e 32KB L1 Instruction Cache
* 32KB L1 Data Cache
e Media Processing Engine(MPE) with NEON technology supporting the
Advanced Single Instruction Multiple Data version 2 (SIMDv2) architecture

* Support of ARMV7A architecture including:
» Security extensions for enhanced security
* Virtualization extensions
e Large Physical Address (LPA) extension (supported within Cortex-A7 MPCore
platform)

e 512KB unified I/D L2 cache
* Snoop control unit(SCU)
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* Generic timer
* Integrated Global Interrupt Controller(GIC) configured to support 128 shared
peripheral interrupts
¢ In-order pipeline with direct and indirect branch prediction
e Harvard Level 1 (L1) memory system with a Memory Management Unit (MMU)
e Level2 (L2) memory system
* APB debug interface that supports integer processor clock ratios for 1:4 only
* Debug trace support through an Embedded Trace Macrocell (ETM) interface
* Floating Point Unit (FPU) with support of the VFPv4-D32 architecture

NOTE
This is a superset of VFPv4-D16

1.4.2 Cortex-M4 Core Platform

Cortex-M4 Core Platform include the following:

e 16 KB L1 Instruction Cache

e 16 KB L1 Data Cache

« 64KB TCM

* Integrated Nested Vectored Interrupt Controller (NVIC)
 FPU

* CoreMPU (Memory Protection Unit)

1.4.3 System Bus and Interconnect
System bus and interconnect include the following:
e Network interconnect(NIC-301) AXI arbiter
* Quality of service controller(QoSC) to configure priorities and limits of AXI
transcations

* Performance monitor(PERFMON) to monitor AXI bus activity
* Debug monitor(DBGMON) to record AXI transactoins preceding a system reset

1.4.4 Clocking and Resets

Clocking and resets include:

i.MX 7Solo Applications Processor Reference Manual, Rev. 0.1, 08/2016
NXP Semiconductors 171




A
Features
* Clock control module(CCM) provides centralized clock generation and control
o Simplified clock tree structure
* Unified clock programming model for each clock root
* Multicore awareness for resource domains
* System reset controller(SRC) provides reset generation and distribution

1.4.5 Interrupts and DMA
Interrupts and DMA include :

* 128 shared peripheral interrupts routed to Cortex-A7 Global Interrupt
Controller(GIC) and Cortex-M4 nested vector interrupt controller(NVIC) for flexible
interrupt handling

* Smart direct memory access(SDMA) controller supporting 48 DMA requests

1.4.6 On-Chip Memory

The on-chip memory system consists of the following levels:

e Level 1 Cache - 32KB Instruction, 32KB Data cache

e Level 2 Cache - Unified instruction and data, 512KB

* Boot ROM - including HAB, 96 KB

e Internal multimedia / shared, fast access RAM (OCRAM, 128KB)
» Buffer/general-purpose RAM (OCRAM__GP, 128KB)

1.4.7 External Memory Interface

The external memory interfaces supported on this chip include:

« DRAM
* 16/32-bit DDR3 up to 533MHz clock (1066MT/s)
* 16/32-bit DDR3L up to 533MHz clock (1066MT/s)
e 32-bit LP-DDR2 up to 533MHz clock (1066MT/s)
e 32-bit LP-DDR3 up to 533MHz clock (1066MT/s)

e 16-bit NOR FLASH
e 16-bit PSRAM/Cellular RAM
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¢ 8-bit NAND-Flash, including support for Raw MLC/SLC devices, BCH ECC up to
62-bit, and ONFi3.2 compliance (clock rates up to 100 MHz and data rates upto 200

MB/sec)
e Quad SPI flash with support for parallel read mode of two identical flash devices

e SD/MMC Ports:
* SDXC 8-bit, 832 Mbps
e eMMC 5.0 (DDR) and eSD 3.0

1.4.8 Timers

The timers on this chip include :

* One local generic timer integrated into each Cortex-A7 CPU

 Global system counter with timer bus interface to Cortex-A7 MPCore generic timers

* One local system timer (SysTick) integrated into the Cortex-M4 CPU

* Four general purpose timer (GPT) modules

* Four watchdog timer (WDOG) modules

* Two flex Timer (FTM) modules supporting PWM signal generation and input and
output capture

1.4.9 Image/Graphic Accelerators

The 1.MX 7Solo makes use of dedicated HW image processing, in order to meet the
targeted multimedia performance. The use of HW accelerators enables high performance
at low power dissipation and lowers the CPU utilization, allowing it to be used for other

tasks.
The 1.MX 7Solo incorporate the following graphical hardware accelerators:

* ¢ePXP — Enhanced PiXel Processing engine to off loading key pixel processing
operations required to support LCD
e Multiple input/output format support, including YUV / RGB / Gray Scale
e Support both RGB/YUYV scaling
» Support overlay with Alpha blending
* RGB656/RGB444 to RGBW4444 conversion with LUT
* Color space conversion (CSC) , secondary color space conversion (CSC?2), and
rotation
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1.4.10 Display and Camera Interfaces
1.MX 7Solo has parallel LCD interface to support eReaders with LCD panel.

* LCDIF supporting one parallel 24-bit LCD display with resolution up to 1920x1080
at 60Hz
e MIPI DSI host controller and D-PHY:
» Supports 2 data lanes and 1 clock lane
e Maximum bit rate of 1.5 Gbps
* CMOS sensor interface (CSI) supporting up to one parallel 24-bit camera interface
e MIPI CSI-2 controller and D-PHY:
» Supports 2 data lanes and 1 clock lane
e Maximum bit rate of 1.5 Gbps

1.4.11 Audio

Audio include the following:

* Three synchronous audio interface (SAI) modules supporting 12S, AC97, TDM, and
codec/DSP interfaces
* Medium Quality Sound (MQS) for low-cost stereo audio output

1.4.12 General Connectivity Interfaces
The 1.MX 7Solo contains a rich set of general connectivity interfaces, including:

* Three Ultra Secure Digital Host Controller (uSDHC) interfaces:
» SD/SDIO 3.01 compliance with 208 MHZ SDR signaling to support up to 104
MB/sec
» Support for SDXC (extended capacity)
* One USB 2.0 OTG controllers with integrated PHY interface
* One USB 2.0 host controller with HSIC interface
* One Gigabit Ethernet controllers with support for Ethernet AVB and IEEE1588
* Four eCSPI (Enhanced CSPI), up to 52 Mbps each
* Two Flexible Controller Area Network (FlexCAN) modules supporting the CAN
2.0B protocol specification
* Two Smartcard Interface Modules (SIMv2) supporting PCIv4 compliance
* Seven universal asynchronous receiver/transmitter (UARTSs) modules
* Providing RS232 interface
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* Supporting 9-bit RS485 multidrop mode
* One of the five supports 8-wire (uartl) while others four supports 4-wire. (Due
to SoC IOMUX limitation, since all UART IP are identical.)
* Four I2C modules
* Four SPI modules
* Four PWM modules
* Keypad module (KPP)

1.4.13 Security

Security functions are enabled and accelerated by the following hardware:

* ARM TrustZone including the TZ architecture (separation of interrupts, memory
mapping, etc.) :
e ARM Cortex A7 MPCore TrustZone support
* TrustZone-aware Global Interrupt Controller(GIC)
* TrustZone Address Space Controller (TZASC)
* TrustZone watchdog timer
* SJC - System JTAG Controller, protecting JTAG from debug port attacks by
regulating or blocking the access to the system debug features

* Cryptographic Acceleration and Assurance Module (CAAM)
* PKHA block to support Public Key Cryptography with RSA 4096 and Elliptic
Curve (ECC) algorithms
» Real-time integrity checker (RTIC)
» DPA(Differential Power Analysis) protection
* True random number generation (RNG)
* Manufacturing protection support

e Secure Non-Volatile Storage(SNVS), including
* Secure Real Time Clock (RTC)
* 10 External Tamper pins that can be configured to support 5 active meshes

* Cental Security Unit(CSU)
* On-chip RAM (OCRAM) secure region protection using OCRAM controller

» Security Sensor detection of physical attacks using temperature/voltage/frequency
detection

e RNGB-True Random Number Generation
* HAB-High Assurance Boot(Secure Boot)
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1.4.14 Multicore Support
Multicore support contains :

* Resource domain controller (RDC) to support isolation and safe sharing of system
resources

* Messaging unit(MU)

* Hardware Semaphore(SEMA42)

 Shared bus topology

* ARMv7 exclusive access support for external memory interfaces that support a
global monitor

1.4.15 Analog
The 1.MX 7Solo Applications Processor has two 12-bit general purpose ADC modules

1.4.16 GPIO and Pin Multiplexing

* Seven general-purpose input/output (GPIO) modules with interrupt capability
e Input/output multiplexing controller (IOMUXC) to provide centralized pad control.

1.4.17 Power Management
The 1.MX 7Solo power management unit consists of :
e Temperature sensor with programmable trip points
* General Power Controller (GPC) to provide coordination of system power states

* Flexible power domain partitioning with internal power switches to support efficient
power management

1.4.18 System Debug

The 1.MX 7Solo processor system debug features are :

* ARM CoreSight debug and trace architecture

i.MX 7Solo Applications Processor Reference Manual, Rev. 0.1, 08/2016
176 NXP Semiconductors




Chapter 1 Introduction

* Trace Port Interface Unit (TPIU) to support off-chip real-time trace

* Embedded Trace FIFO (ETF) with 4 KB internal storage to provide trace buffering
* Unified trace capability for Cortex-A7 and Cortex-M4 CPUs

* Cross Triggering Interface (CTI)

* Support for 5-pin (JTAG) and 2-pin (cJTAG, SWD) debug interfaces

NOTE
GPRI1 bits 28-29 must be set in order to enable debug mode for
on-chip modules.

1.5 Architectural Overview

This section contains the 1.MX 7Solo architectural details.

1.5.1 Simplified Block Diagram

The high-level block diagram is shown in the figure below. This diagram provides a view
of the major sub-systems and logical connectivity.
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Figure 1-1. High-Level Block Diagram

1.6 Primary Boot Options

The 1.MX 7Solol supports boot from following devices:

* NOR Flash

NAND flash (including SLC and MLC)

SDIO / MMC / SDXC

eSD 3.0/eMMC 5.0 (fast boot)

SPI (serial flash)

USB (recovery mode) and plug detect (USB host stack not required in ROM, can be
stored in an external boot device, e.g. serial flash)

USB Solid-State Drive (via plug-in mode)
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 Ethernet (via plug-in mode)
* QSPI

The Cortex-A7 is the primary boot on the 1.MX7Solo. The Cortex-M4 core can be
enabled during boot as a secondary core to handle timing-critical tasks, but it cannot be
used as the boot core.

1.7 Operation Temperature

The 1.MX 7Solo supports both consumer temperature range and extended consumer
temperature range. The operation condition for these 2 different parts will be:

 The junction temperature will be 0 to 95 °C for consumer part
 The junction temperature will be -20 to 105°C for extended consumer part

NOTE
Junction temperature (Tj) is the average temperature of the
whole chip. Although the junction temperature may be within
the specification, certain regions of the chip develop hot spots
that can be greater than Tj. These hot spots must stay below 105
C to ensure the chip is reliable and operates within cell library
limits.

1.8 Package

There will be 2 packages supported for 1.MX 7Solo:

* 12mm x 12mm MAPBGA, 0.4mm pitch
* 19mm x 19mm MAPBGA, 0.75mm pitch

1.9 Endianness Support
1.MX 7Solo supports Little Endian mode only.
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Chapter 2
Memory Map

2.1 Memory

This chapter introduces the memory architecture of the chip. The system memory high-

level partition is defined below:

2.1.1 Memory system overview

2.1.1.1 On-chip L1, L2 caches, TCM
Cortex-A7 MPcore Platform

» Level 1 Cache (2x per Cortex-A7 Core)
e Instruction (32 KB)
» Data (32 KB)

* Level 2 Cache, shared by the two Cortex-A7 cores:

 Unified instruction and data (512 KB)

Cortex M4 Platform

* Cache
* Instruction (32 KB)
* Data (32 KB)
* Tightly-Coupled-Memory
 TCML on Code Bus (32KB)
* TCMH on System Bus (32KB)

2.1.1.2 On-chip memories
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2.1.1.3 External L3 memories

The chip supports external memories, via the following memory interfaces / controllers:

* DDR Controller
e x32/x16 LPDDR2-1066
e x32/x16 LPDDR3-1066
e x32/x16 DDR3-1066
e x32/x16 DDR3L-1066

* NOR Flash
e Dual-Channel Quad-SPI (Q-SPI) interface. (include support for in-place
execution)
* 16-bit/8-bit Parallel NOR Flash interface. (include support for in-place
execution)

* Expansion SD/MMC (eSD/eMMC) and SDXC ports
* Conforms to the SD Host Controller Standard Specification version 3.0;
e Compatible with the MMC System Specification version 4.5;
 Card bus clock frequency up to 208 MHz;
» Up to 3 controllers supported;
 RawNAND Flash

» 8-bit NAND FLASH, up to 4 devices supported by 4 chip-selects and 1 ganged
ready/busy;
e ONFI 2.x complaint, synchronous clock rate of up to 100 MHz with data rate of
up to 200 MB/s;
e Support ONFI NAND for Micron and Hynix and Toggle NAND for Toshiba and
Samsung.

* BCH62 for ECC, up to 200MB/s

2.1.2 Cortex-A7 Memory Map

Start Address End Address Region Size Description
8000_0000 FFFF_FFFF DDR Address 2048MB DDR Main memory
7000_0000 7FFF_FFFF FLASH 256MB Reserved
6000_0000 6FFF_FFFF 256MB QSPI1
4000_0000 5FFF_FFFF Reserved 512MB Reserved
3800_0000 3FFF_FFFF Reserved 128MB Reserved
3600_0000 37FF_FFFF QSPI RX Buffers 32MB Reserved
Table continues on the next page...
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Start Address End Address Region Size Description
3400_0000 35FF_FFFF 32MB QSPI1 RX Buffer
3390_0000 33FF_FFFF Reserved 7MB Reserved
3382_0000 338F_FFFF Reserved 896KB Reserved
3380_0000 3381_FFFF Reserved 128KB Reserved
3310_0000 337F_FFFF MMAP Peripherals 7MB Reserved
3301_0000 330F_FFFF 960KB Reserved
3300_8000 3300_FFFF 32KB Reserved
3300_0000 3300_7FFF 32KB APBH DMA
3280_0000 32FF_FFFF Reserved 8MB Rerserved
3270_0000 327F_FFFF GPV_7 1MB Reserved
3260_0000 326F_FFFF GPV_6 1MB "m4" configuration port
3250_0000 325F_FFFF GPV_5 1MB "display" configuration port
3240_0000 324F_FFFF GPV_4 1MB "enet" configuration port
3230_0000 323F_FFFF GPV_3 1MB "per_m" configuration port
3220_0000 322F_FFFF GPV_2 1MB "per_s" configuration port
3210_0000 321F_FFFF GPV_1 1MB "wakeup" configuration port
3200_0000 320F_FFFF GPV_0 1MB "main" configuration port
3140_0000 31FF_FFFF Reserved 12MB Reserved
3110_0000 313F_FFFF ARM Peripherals 3MB Reserved
3101_0000 310F_FFFF 960KB Reserved
3100_8000 3100_FFFF 32KB Reserved
3100_0000 3100_7FFF 32KB GIC
30C0_0000 30FF_FFFF Periph (AIPS) 4MB Reserved
3080_0000 30BF_FFFF 4MB AIPS-3, See IP listing on separate map.
3040_0000 307F_FFFF 4MB AIPS-2, See IP listing on separate map.
3000_0000 303F_FFFF 4MB AIPS-1, See IP listing on separate map.
2800_0000 2FFF_FFFF EIM 128MB EIM - CS0 (NOR/SRAM)
2000_0000 27FF_FFFF Reserved 128MB Reserved
1000_0000 1FFF_FFFF Reserved 256MB Reserved
0800_0000 OFFF_FFFF Reserved 128MB Reserved
0400_0000 07FF_FFFF Reserved 64MB Reserved
0100_0000 03FF_FFFF Reserved 48MB Reserved
00C0_0000 O00FF_FFFF Reserved 4MB Reserved
00B0_0000 00BF_FFFF Reserved 1MB Reserved
00A0_0000 00AF_FFFF OCRAM 1MB Reserved
0094_8000 009F_FFFF 736KB Reserved
0094_0000 0094_7FFF 32KB OCRAM_PXP
0092_0000 0093_FFFF 128KB OCRAM_GP
0090_0000 0091_FFFF 128KB OCRAM 128KB
0081_0000 008F_FFFF Reserved 960KB Reserved
0080_8000 0080_FFFF TCM 32KB Reserved

Table continues on the next page...
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Start Address End Address Region Size Description
0080_0000 0080_7FFF 32KB TCMU
007F_8000 007F_FFFF 32KB TCML
007F_0000 007F_7FFF 32KB Reserved
0070_0000 007E_FFFF Reserved 960KB Reserved
0060_0000 006F_FFFF Reserved 1MB Reserved
0050_0000 005F_FFFF Reserved 1MB Reserved
0040_0000 004F_FFFF Reserved 1MB Reserved
0020_0000 003F_FFFF Reserved 2MB Reserved
0019_0000 001F_FFFF Reserved 448KB Reserved
0018_8000 0018_FFFF OCRAM_S 32KB Reserved
0018_0000 0018_7FFF 32KB OCRAM_S
0011_0000 0017_FFFF Reserved 448KB Reserved
0010_8000 0010_FFFF CAAM 32KB Reserved
0010_0000 0010_7FFF 32KB CAAM (32K secure RAM)
0002_0000 000F_FFFF Reserved 896KB Reserved
0001_8000 0001_FFFF Boot ROM 32KB Reserved
0001_7000 0001_7FFF 4KB Boot ROM - Protected 4KB area
0000_0000 0001_6FFF 92KB Boot ROM (ROMCP)
2.1.3 Cortex-M4 Memory Map
Start Address End Address Region Size Description
E010_0000 FFFF_FFFF Reserved 511MB Reserved
E000_0000 EOOF_FFFF CM4 PPB 1MB CM4 PPB
8000_0000 DFFF_FFFF DDR Address 1536MB DDRC
7000_0000 7FFF_FFFF FLASH 256MB Reserved
6000_0000 6FFF_FFFF 256MB QSPI1
4000_0000 5FFF_FFFF Reserved 512MB Reserved
3800_0000 3FFF_FFFF Reserved 128MB Reserved
3600_0000 37FF_FFFF QSPI RX Buffers 32MB Reserved
3400_0000 35FF_FFFF 32MB QSPI1 RX Buffer
3390_0000 33FF_FFFF Reserved 7MB Reserved
3382_0000 338F_FFFF Reserved 896KB Reserved
3380_0000 3381_FFFF Reserved 128KB Reserved
3310_0000 337F_FFFF MMAP Peripherals 7MB Reserved
3301_0000 330F_FFFF 960KB Reserved
3300_8000 3300_FFFF 32KB Reserved

Table continues on the next page...
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Start Address End Address Region Size Description
3300_0000 3300_7FFF APBH DMA 32KB APBH DMA
3280_0000 32FF_FFFF Reserved 8MB Reserved
3270_0000 327F_FFFF Reserved 1MB Reserved
3260_0000 326F_FFFF GPV_6 1MB "m4" configuration port
3250_0000 325F_FFFF GPV_5 1MB "display" configuration port
3240_0000 324F_FFFF GPV_4 1MB "enet" configuration port
3230_0000 323F_FFFF GPV_3 1MB "per_m" configuration port
3220_0000 322F_FFFF GPV_2 1MB "per_s" configuration port
3210_0000 321F_FFFF GPV_1 1MB "wakeup" configuration port
3200_0000 320F_FFFF GPV_0 1MB "main" configuration port
3100_0000 31FF_FFFF Reserved 16MB Reserved
30C0_0000 30FF_FFFF Periph (AIPS) 4MB Reserved
3080_0000 30BF_FFFF 4MB AIPS-3, See IP listing on separate map.
3040_0000 307F_FFFF 4MB AIPS-2, See IP listing on separate map.
3000_0000 303F_FFFF 4MB AIPS-1, See IP listing on separate map.
2800_0000 2FFF_FFFF EIM 128MB EIM - CS0 (NOR/SRAM)
2400_0000 27FF_FFFF Reserved 64MB Reserved
2200_0000 23FF_FFFF Reserved 32MB Reserved
2100_0000 21FF_FFFF Reserved 16MB Reserved
2040_0000 20FF_FFFF Reserved 12MB Reserved
2030_0000 203F_FFFF CM4 ALIAS SYSTEM |1MB Reserved
2024_8000 202F_FFFF 736KB Reserved
2024_0000 2024_7FFF 32KB OCRAM_PXP
2022_0000 2023_FFFF 128KB OCRAM_GP
2020_0000 2021_FFFF 128KB OCRAM_128KB
2019_0000 201F_FFFF 448KB Reserved
2018_8000 2018_FFFF 32KB Reserved
2018_0000 2018_7FFF 32KB OCRAM_S
2011_0000 2017_FFFF 448KB Reserved
2010_8000 2010_FFFF 32KB Reserved
2010_0000 2010_7FFF 32KB CAAM (32K secure RAM)
2004_0000 200F_FFFF Reserved 768KB Reserved
2003_8000 2003_FFFF Reserved 32KB Reserved
2002_0000 2003_7FFF Boot ROM (all 96KB)  |96KB Boot ROM (ROMCP)
2001_0000 2001_FFFF Reserved 64KB Reserved
2000_8000 2000_FFFF TCM 32KB Reserved
2000_0000 2000_7FFF 32KB TCMU
1FFF_8000 1FFF_FFFF 32KB TCML
1FFF_0000 1FFF_7FFF 32KB Reserved
1000_0000 1FFE_FFFF CM4 ALIAS CODE 256MB-64 |DDR Code alias

KB

Table continues on the next page...
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Start Address End Address Region Size Description
0C00_0000 OFFF_FFFF 64MB Reserved
0800_0000 OBFF_FFFF 64MB QSPI1
0400_0000 07FF_FFFF 64MB EIM - CS0 (NOR/SRAM)
0100_0000 03FF_FFFF Reserved 48MB Reserved
00C0_0000 O0OFF_FFFF Reserved 4MB Reserved
00B0_0000 00BF_FFFF Reserved 1MB Reserved
00A0_0000 00AF_FFFF OCRAM 1MB Reserved
0094_8000 009F_FFFF 736KB Reserved
0094_0000 0094_7FFF 32KB OCRAM_PXP
0092_0000 0093_FFFF 128KB OCRAM_GP
0090_0000 0091_FFFF 128KB OCRAM_128KB
0081_0000 008F_FFFF Reserved 960KB Reserved
0080_8000 0080_FFFF Reserved 32KB Reserved
0080_0000 0080_7FFF ROM (Low 64KB) 32KB Boot ROM (ROMCP)
007F_8000 007F_FFFF 32KB Boot ROM (ROMCP)
007F_0000 007F_7FFF Reserved 32KB Reserved
0070_0000 007E_FFFF Reserved 960KB Reserved
0060_0000 006F_FFFF Reserved 1MB Reserved
0050_0000 005F_FFFF Reserved 1MB Reserved
0040_0000 004F_FFFF Reserved 1MB Reserved
0020_0000 003F_FFFF Reserved 2MB Reserved
0019_0000 001F_FFFF Reserved 448KB Reserved
0018_8000 0018_FFFF OCRAM_S 32KB Reserved
0018_0000 0018_7FFF 32KB OCRAM_S
0011_0000 0017_FFFF Reserved 448KB Reserved
0010_8000 0010_FFFF CAAM 32KB Reserved
0010_0000 0010_7FFF 32KB CAAM (32K secure RAM)
0002_0000 000F_FFFF Reserved 896KB Reserved
0001_8000 0001_FFFF Reserved 32KB Reserved
0001_7000 0001_7FFF ROM (High 64KB) 4KB Boot ROM - Protected 4KB area
0000_8000 0001_6FFF ROM (High 64KB) 60KB Boot ROM (ROMCP)
0000_0000 0000_7FFF CM4 ALIAS CODE 32KB OCRAM_S ALIAS
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2.1.4 DMA memory map

The Smart DMA memory map is defined in the following table.
Table 2-1. SDMA Peripheral Memory Map

Address Size Peripheral
0xE000 4 KB Reserved for SDMA internal registers
0xDO000 4 KB Reserved
0xC000 4 KB SAI3
0xB000 4 KB SAI2
0xA000 4 KB SAl1
0x9000 4 KB UART2
0x8000 4 KB UART3
0x7000 4 KB Reserved for SDMA internal registers
0x6000 4 KB UART1
0x5000 4 KB Reserved
0x4000 4 KB eCSPI3
0x3000 4 KB eCSPI2
0x2000 4 KB eCSPI1
0x1000 4 KB Reserved
0x0000 4 KB Reserved for SDMA internal memory

2.1.5 AIPS Memory Map

Table 2-2. AIPS-1 memory map

Start Address End Address Region NIC Port Size
303F_0000 303F_FFFF AIPS-1 (s_b_0) Reserved 64KB
303E_0000 303E_FFFF Csu 64KB
303D_0000 303D_FFFF RDC 64KB
303C_0000 303C_FFFF SEMAPHORE2 64KB
303B_0000 303B_FFFF SEMAPHOREH1 64KB
303A_0000 303A_FFFF GPC 64KB
3039_0000 3039_FFFF SRC 64KB
3038_0000 3038_FFFF CCM 64KB
3037_0000 3037_FFFF SNVS_HP 64KB
3036_0000 3036_FFFF Analog 64KB
3035_0000 3035_FFFF OCOTP_CTRL 64KB
3034_0000 3034_FFFF IOMUXC_GPR 64KB
3033_0000 3033_FFFF IOMUXC 64KB

Table continues on the next page...
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Table 2-2. AIPS-1 memory map (continued)

Start Address End Address Region NIC Port Size
3032_0000 3032_FFFF KPP 64KB
3031_0000 3031_FFFF ROMCP 64KB
3030_0000 3030_FFFF GPT4 64KB
302F_0000 302F_FFFF GPT3 64KB
302E_0000 302E_FFFF GPT2 64KB
302D_0000 302D_FFFF GPT1 64KB
302C_0000 302C_FFFF IOMUXC_LPSR 64KB
302B_0000 302B_FFFF WDOG4 64KB
302A_0000 302A_FFFF WDOG3 64KB
3029_0000 3029_FFFF WDOG2 64KB
3028_0000 3028_FFFF WDOGH1 64KB
3027_0000 3027_FFFF IOMUXC_LPSR_GPR |64KB
3026_0000 3026_FFFF GPIO7 64KB
3025_0000 3025_FFFF GPIO6 64KB
3024_0000 3024_FFFF GPIO5 64KB
3023_0000 3023_FFFF GPIO4 64KB
3022_0000 3022_FFFF GPIO3 64KB
3021_0000 3021_FFFF GPIO2 64KB
3020_0000 3020_FFFF GPIO1 64KB
301F_0000 301F_FFFF AIPS-1 Configuration  |64KB
3010_0000 301E_FFFF AIPS-1 Glob. Module  |Reserved 960KB

Enable
3000_0000 300F_FFFF DAP Memory Map 1024KB
Table 2-3. AIPS-2 memory map

Start Address End Address Region Allocation Size
307F_0000 307F_FFFF AIPS-2 (s_b_1) Reserved 64KB
307E_0000 307E_FFFF AXI_DEBUG_MON 64KB
307D_0000 307D_FFFF PERFMON2 64KB
307C_0000 307C_FFFF PERFMONT1 64KB
307B_0000 307B_FFFF Reserved 64KB
307A_0000 307A_FFFF DDRC 64KB
3079_0000 3079_FFFF DDR_PHY 64KB
3078_0000 3078_FFFF TZASC 64KB
3077_0000 3077_FFFF Reserved 64KB
3076_0000 3076_FFFF MIPI DSI 64KB
3075_0000 3075_FFFF MIPI CSI 64KB
3074_0000 3074_FFFF Reserved 64KB
3073_0000 3073_FFFF LCDIF 64KB

Table continues on the next page...
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Table 2-3. AIPS-2 memory map (continued)

Chapter 2 Memory Map

Start Address End Address Region Allocation Size
3072_0000 3072_FFFF Reserved 64KB
3071_0000 3071_FFFF Csl 64KB
3070_0000 3070_FFFF PXP 64KB
306F_0000 306F_FFFF - 64KB
306E_0000 306E_FFFF Reserved 64KB
306D_0000 306D_FFFF - 64KB
306C_0000 306C_FFFF System Counter_CTRL |64KB
306B_0000 306B_FFFF System Counter_CMP |64KB
306A_0000 306A_FFFF System Counter_RD 64KB
3069_0000 3069_FFFF PWM4 64KB
3068_0000 3068_FFFF PWM3 64KB
3067_0000 3067_FFFF PWM2 64KB
3066_0000 3066_FFFF PWMH1 64KB
3065_0000 3065_FFFF FlexTimer2 64KB
3064_0000 3064_FFFF FlexTimer1 64KB
3063_0000 3063_FFFF eCSPI4 64KB
3062_0000 3062_FFFF ADC2_WRAPPER 64KB
3061_0000 3061_FFFF ADC1_WRAPPER 64KB
3060_0000 3060_FFFF Reserved 64KB
305F_0000 305F_FFFF AIPS-2 configuration 64KB
3054_0000 305E_FFFF AIPS-2 Glob. Module  |Reserved 704KB
3050_0000 3053_FFFF Enable Reserved 256KB
3044_0000 304F_FFFF AIPS-2 Glob. Module  |Reserved 768KB
3040_0000 3043_FFFF Enable Reserved 256KB

Table 2-4. AIPS-3 memory map

Start Address End Address Region NIC Port Size
30BF_0000 30BF_FFFF AIPS-3 (s_b_2) - 64KB
30BE_0000 30BE_FFFF ENET1 64KB
30BD_0000 30BD_FFFF SDMA 64KB
30BC_0000 30BC_FFFF EIM 64KB
30BB_0000 30BB_FFFF QSPI 64KB
30BA_0000 30BA_FFFF SIM2 64KB
30B9_0000 30B9_FFFF SIMA1 64KB
30B8_0000 30B8_FFFF Reseved 64KB
30B7_0000 30B7_FFFF Reseved 64KB
30B6_0000 30B6_FFFF uSDHC3 64KB
30B5_0000 30B5_FFFF uSDHC2 64KB

Table continues on the next page...
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Table 2-4. AIPS-3 memory map (continued)

Start Address End Address Region NIC Port Size
30B4_0000 30B4_FFFF uSDHCA1 64KB
30B3_0000 30B3_FFFF USB3 (HOST) 64KB
30B2_0000 30B2_FFFF - 64KB
30B1_0000 30B1_FFFF USB1 (OTGH1) 64KB
30B0_0000 30BO_FFFF Reserved 64KB
30AF_0000 30AF_FFFF Reserved 64KB
30AE_0000 30AE_FFFF Reserved 64KB
30AD_0000 30AD_FFFF USB PL301 64KB
30AC_0000 30AC_FFFF SEMAPHORE-HS 64KB
30AB_0000 30AB_FFFF MU-B 64KB
30AA_0000 30AA_FFFF MU-A 64KB
30A9_0000 30A9_FFFF UART7 64KB
30A8_0000 30A8_FFFF UART6 64KB
30A7_0000 30A7_FFFF UARTS5 64KB
30A6_0000 30A6_FFFF UART4 64KB
30A5_0000 30A5_FFFF 12C4 64KB
30A4_0000 30A4_FFFF 12C3 64KB
30A3_0000 30A3_FFFF 12C2 64KB
30A2_0000 30A2_FFFF 12C1 64KB
30A1_0000 30A1_FFFF FlexCAN2 64KB
30A0_0000 30A0_FFFF FlexCAN1 64KB
309F_0000 309F_FFFF AIPS-3 Configuration 64KB
3094_0000 309E_FFFF AIPS-3 Glob. Module Reserved 704KB
3090_0000 3093_FFFF Enable CAAM 256KB
308F_0000 308F_FFFF AIPS-3 (s_b_2, via SPBA 64KB
308E_0000 308E_FFFF 25:&‘; Glob. Module  [Reserved for SOMA | 64KB

internal registers
308D_0000 308D_FFFF Reserved 64KB
308C_0000 308C_FFFF SAI3 64KB
308B_0000 308B_FFFF SAI2 64KB
308A_0000 308A_FFFF SAN 64KB
3089_0000 3089_FFFF Reserved for SDMA 64KB

internal registers
3088_0000 3088_FFFF UART3 64KB
3087_0000 3087_FFFF UART2 64KB
3086_0000 3086_FFFF UARTH1 64KB
3085_0000 3085_FFFF Reserved 64KB
3084_0000 3084_FFFF eCSPI3 64KB
3083_0000 3083_FFFF eCSPI2 64KB
3082_0000 3082_FFFF eCSPI1 64KB

Table continues on the next page...
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Table 2-4. AIPS-3 memory map (continued)

Start Address End Address Region NIC Port Size
3081_0000 3081_FFFF Reserved 64KB
3080_0000 3080_FFFF Reserved for SDMA 64KB

internal memory
2.1.6 DAP Memory Map
Table 2-5. DAP Memory Map Table

Start Address End Address Region NIC Port Size Allocation
300C_0000 300F_FFFF ARM Cortex A7 |AIPS-1, Global |256KB Reserved
3008_B000 300B_FFFF MPCore Map (s b_1)  o12kB |Reserved

Platform - DAP
3008_A000 3008_AFFF 4KB Reserved
3008_9000 3008_9FFF 4KB CoreSight Hugo CTI1
3008_8000 3008_8FFF 4KB CoreSight Hugo CTIO
3008_7000 3008_7FFF 4KB TPIU
3008_6000 3008_6FFF 4KB TMC_ETR
3008_5000 3008_5FFF 4KB CoreSight Hugo
ATB_REPLICATOR

3008_4000 3008_4FFF 4KB TMC_ETB
3008_3000 3008_3FFF 4KB ATB_FUNNEL
3008_2000 3008_2FFF 4KB TSGEN_READ
3008_1000 3008_1FFF 4KB TSGEN_CTRL
3008_0000 3008_OFFF 4KB CoreSight Hugo ROM Table
3007_F000 3007_FFFF 4KB Reserved
3007_E000 3007_EFFF 4KB Reserved
3007_D000 3007_DFFF 4KB CPU1 ETM
3007_C000 3007_CFFF 4KB CPUO ETM
3007_B000 3007_BFFF 4KB Reserved
3007_A000 3007_AFFF 4KB Reserved
3007_9000 3007_9FFF 4KB CPU1 CTI
3007_8000 3007_8FFF 4KB CPUO CTI
3007_7000 3007_7FFF 4KB Reserved
3007_6000 3007_6FFF 4KB Reserved
3007_5000 3007_5FFF 4KB Reserved
3007_4000 3007_4FFF 4KB Reserved
3007_3000 3007_3FFF 4KB CPU1 PMU
3007_2000 3007_2FFF 4KB CPU1 Debug
3007_1000 3007_1FFF 4KB CPUO PMU

Table continues on the next page...
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Table 2-5. DAP Memory Map Table (continued)

Start Address End Address Region NIC Port Size Allocation
3007_0000 3007_OFFF 4KB CPUO Debug
3006_1000 3006_FFFF 60KB Reserved
3006_0000 3006_OFFF 4KB CA7 ROM Table
3004_2000 3005_FFFF 120KB Reserved
3004_1000 3004_1FFF 4KB CA7_ATB_FUNNEL
3004_0000 3004_OFFF 4KB CA7_DEBUG ROM Table
3000_1000 3003_FFFF 252KB Reserved
3000_0000 3000_OFFF 4KB DAP ROM Table

i.MX 7Solo Applications Processor Reference Manual, Rev. 0.1, 08/2016
192 NXP Semiconductors




Chapter 3
Security

3.1 System Security

3.1.1 Overview

Security is a common requirement for platforms built using the 1.MX 7D, although the
specific needs vary greatly depending on the platform and market. The type and cost of
assets to be protected on a portable consumer device are very different from those to be
protected on automotive or industrial platforms, and the same applies to the kind of
attacks and level of resources threatening those assets. The platform designer must select
an appropriate set of counter measures to meet the relevant platform security needs.

For the platform designer to meet the requirements for each market, the 1.MX 7D
incorporates a range of security features which can be used individually or in concert to
underpin the platform security architecture. Most of the 1.MX 7D security features
provide protection against particular kinds of attack and can be configured at various
levels according to the required degree of protection. These features are designed to work
together and can be integrated with appropriate software to create defensive layers. In
addition to protection features, the .MX 7D includes a general purpose accelerator to
enhance the performance of selected industry standard cryptographic algorithms.

The following is an introduction to the 1.MX 7D security components.

* Cryptographic module with AES 128/256 symmetric algorithms, elliptic curve and
RSA public key algorithms, random number generator entropy source and NIST-
validated DRBG, cryptographic key protection, run-time integrity checking.

* High Assurance Boot (HAB) feature in the System Boot up to RSA-4096 signature
verification

» Secure Non Volatile Storage (SNVS)

e TrustZone (TZ) Architecture in the ARM Cortex A7 Platform, TrustZone aware
Interrupt Controller (GIC) and TrustZone Watchdog Timer (WDOG-2)
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* TrustZone Address Space Controller (TZC-380) - providing security address region

control functions on DDR memory space.

* On-chip RAM (OCRAM) with TrustZone protection using OCRAM controller.

e 32 Kbyte of on-chip Secure RAM

* On chip OTP (OCOTP) with on-chip electrical fuses

* Central Security Unit (CSU)

* Resource Domain Controller (RDC)

* Secure JTAG Controller (SJC)

* Locked mode in the Smart Direct Memory Access (SDMA) controller

Detailed descriptions of the components are provided in the Multimedia Applications
Processor Security Reference Manual.

3.1.2 Central Security Unit (CSU)

3.1.2.1 CSU Overview

The CSU manages the system security policy for peripheral access on the SoC. The CSU
allows trusted code to set individual security access privilges on each of the peripherals,
using one of eight security access privilege levels. Also, according to programmed
policy, the CSU may assign bus master security privileges during bus transactions.

3.1.2.2 CSU Features

The Central Security Unit (CSU) sets access control policies between bus masters and
bus slaves, allowing peripherals to be separated into distinct security domains. This
protects against unauthorized access to data e.g. when software programs a DMA bus
master to access addresses that the software itself is prohibited from accessing directly.
Configuring DMA bus master privileges in the CSU consistent with software privileges
defends against such attempted accesses.

CSU has the following security related features:

* Peripheral access policy - Appropriate bus master privileges and identity are required
to access each peripheral.

* Masters privilege policy - CSU overrides bus master privilege signals, i.e. user/
supervisor secure/non-secure, according to access control policy.
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3.1.2.3 CSU Functional Description
The CSU enables secure software to set bus privilege security policy within the platform.

Security policies may be set, and optionally locked in the CSU registers. These privilege
values may originate in the command sequence file (CSF) which is processed by the High
Assurance Boot (HAB) itself or by an HAB authenticated image which executes after the
initial boot ROM phase.

3.1.2.3.1

According to its programmed policy, the CSU determines the bus master privileges and
the masters that are allowed to access each of the slave peripherals.

CSU Peripheral Access Policy

There are four security modes of operation (i.e. bus privileges) in the system
distinguished by security (TrustZone/non-TrustZone) and privilege (Supervisor/User)
setting of the module. Below is the list of these security modes from the highest security
level to the lowest:

 TrustZone (Secure) Privilege (Supervisor) Mode - Highest Security Level

* TrustZone (Secure) non-Privilege (User) Mode - Medium Security Level

* non-TrustZone (Regular) Privilege (Supervisor) Mode - Medium Security Level
* non-TrustZone (Regular) non-Privilege (User) Mode - Lowest Security Level

This functionality is implemented as follows:

The Configure Slave Level (CSL) Register value for a specified peripheral resource
defines the output signal -- csu_sec_level for that peripheral. The value of this signal
determines by what master privileges a peripheral is accessible. The relationship between
the value of the csu_sec_level signal and security operation mode is shown in the table
below. The CSL registers reside in the CSU module. Details, describing CSL register
fields and how they are programmed to control access privileges for specific peripherals,
can be found in the Security Reference Manual (see System Security Overview section).

Table 3-1. Permission Access Table
CSU_SEC_LEVEL][2: Non-Secure Non-Secure Secure (TZ) User | Secure (TZ) Spvr CSL register
0] User Mode Spvr Mode Mode Mode value
(0) 000 RD+WR RD+WR RD+WR RD+WR 8'b1111_1111
(1) 001 None RD+WR RD+WR RD+WR 8'b1011_1011
(2) 010 RD RD RD+WR RD+WR 8'b0011_1111
(3) 011 None RD RD+WR RD+WR 8'b0011_1011
(4) 100 None None RD+WR RD+WR 8'h0011_0011
(5) 101 None None None RD+WR 8'b0010_0010
(6) 110 None None RD RD 8'b0000_0011
(7) 111 None None None None Any other value
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3.1.3 Cryptographic Acceleration and Assurance Module (CAAM)

3.1.3.1 CAAM Overview

CAAM is a cryptographic acceleration device that accelerates symmetric block and
stream cipher algorithms, hashing algorithms, and random number generation. It has an
integral DMA engine that allows CAAM to fetch its command programs, read input data
and write the resulting output.

CAAM works with the SNVS to provide platform assurance features, including support
for High Assurance Boot, detection of and response to potential tamper events, and short-
term and long-term protection of secret data such as public-private keypairs, Digital
Rights Management keys and proprietary software.

CAAM provides the following features:

» Cryptographic acceleration of hashing, encryption and decryption

* Random Number Generation using a true random number generator and a NIST-
compliant pseudo random number generator

» Secure Memory for access-controlled protection of critical data, and automatic
zeroization in the case of tampering

 Offloading of cryptographic functions via programmable command descriptor
language

* Independent queues for job-specific commands and results

» Register Bus Interface used for configuration, control and status

* DMA, including scatter/gather support for data

» Short-term encryption/decryption of cryptographic keys

* Long-term protection of secret data via device-specific encryption keys

3.1.4 Secure Non-Volatile Storage (SNVS)

3.1.4.1 SNVS Overview

SNVS is a hardware device that includes a security state machine and security violation
detection circuits that, together with High Assurance Boot software, determine whether
the chip is currently in a secure state.

i.MX 7Solo Applications Processor Reference Manual, Rev. 0.1, 08/2016
196 NXP Semiconductors




L __________________________________________________________________________________4

Chapter 3 Security
When the security state machine indicates a secure state, the SNVS allows use of special
cryptographic keys to decrypt long-term secrets such as public/private keypairs, Digital
Rights Management keys and proprietary software. When the SN'VS detects a potential
security violation, such as a tamper alert, the SNVS sends an interrupt to alert the
Operating System of the event. The SNVS also includes a general purpose real-time
counter.

The SNVS includes the following features:

* Security State Machine driven by High Assurance Boot software and security
violation detection circuits

* Master Key Control that protects the integrity and secrecy of the Master Key
(OTPMK) stored in fuses

 Security violation indicators that detect JTAG events, power glitches, Master Key
ECC check failure, and HAB/software-reported and hardware-reported security
violations

» 256-bit Zeroizable Master Key that can be automatically erased in the event of a
security breach

» Secure Realtime Counter that can continue running by coincell power domain when
main chip power is off

* Non-volatile Monotonic Counter used to protect against “roll-back” attacks

* Non-volatile General Purpose Register can be used to store a 32-bit value, persistant
across power cycles

e Non-Secure Real Time Counter with programmable alarm and periodic interrupt to
wakeup system

3.1.4.2 Tamper Detection

Tamper Detection is a special mechanism provided through a chip pin to signal when the
device encounters unauthorized opening or tampering.

When not in use, the Tamper Detection signal is pulled-down internally. In case of use, it
should be connected to a Tamper Detection contact in a target system (Normally closed,
pulled-up to the VDD_SNVS_IN).

An always-ON power supply (coincell battery) should be present in the system. If the
tamper detection feature is enabled by software then opening of the tamper contact:

 Activate security related hardware (e.g. automatic and immediate erasure of the
Zeroizable Master Key and deny access and erase secure memory contents)
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3.1.5 High-Assurance Boot (HAB)

The HAB, which is the high-assurance boot feature in the system boot ROM, detects and
prevents the execution of unauthorized software (malware) during the boot sequence.

When the unauthorized software is permitted to gain control of the boot sequence, it can
be used for a variety of goals, such as exposing stored secrets; circumventing access
controls to sensitive data, services, or networks, or for repurposing the platform. The
unauthorized software can enter the platform during upgrades or reprovisioning, or when
booting from the USB connections or removable devices.

The HAB protects against unauthorized software by:

» Using digital signatures to recognize the authentic software. This enables you to boot
the device to a known initial state and run the software signed by the device
manufacturer.

3.1.6 RDC Overview

The Resource Domain Controller (RDC) provides robust support for the isolation of
destination memory mapped locations such as peripherals and memory to a single core, a
bus master, or set of cores and bus masters.

Many of today's processors have multiple cores for increased performance and flexibility.
In some cases, the cores serve different functions (e.g. user level applications versus real
time machine control) and in such cases the software for each core may be developed by
different providers.

Without careful collaboration between the two operating systems inadvertent malfunction
or degradation in performance may result. Similarly, malware present on one core should
not be able to affect the operating conditions of the other domain. The RDC provides
isolation to allow for more robust and secure operation on the chip. Details can be found
in the RDC chapter.

3.1.7 System JTAG Controller (SJC)

The JTAG port provides debug access to hardware blocks, including the ARM processor
and the system bus. This enables program control and manipulation as well as visibility
to the chip peripherals and memory.
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The JTAG port must be accessible during initial platform development, manufacturing
tests, and general troubleshooting. Given its capabilities, JTAG manipulation is a known
attack vector for accessing sensitive data and gaining control over software execution.
The System JTAG Controller (SJC) protects against the whole range of attacks based on
unauthorized JTAG manipulation. It also provides a JTAG port that conforms to the
IEEE 1149.1 and IEEE 1149.6 (AC) standards for BSR (boundary-scan) testing.

The SJC provides these security levels:

* The JTAG Disabled-JTAG use is permanently blocked.
* The No-Debug-All security sensitive JTAG features are permanently blocked.
* The Secure JTAG-JTAG use is restricted (as in the No-Debug level) unless a secret-

key challenge/response protocol is successfully executed.
* The JTAG Enabled-JTAG use is unrestricted.

The security levels are selected via the e-fuse configuration.

3.2 Resource Domain Controller (RDC)

3.2.1 Overview

The Resource Domain Controller (RDC) provides robust support for the isolation of
destination memory mapped locations such as peripherals and memory to a single core, a
bus master, or set of cores and bus masters.

Many of today's processors have multiple cores for increased performance and flexibility.
In some cases, the cores serve different functions (e.g. user level applications versus real
time machine control) and in such cases the software for each core may be developed by
different providers.
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Figure 3-1. Dedicated and Shared Peripherals

For efficiency reasons the code on the cores may share chip resources such as peripherals
and memory. The sharing of chip resources between the somewhat independent
processing domains allows for the opportunity of data collisions where information
stored in peripherals or memory by a process on one core is overwritten by software
running on another core. Without careful collaboration between the two operating
systems inadvertent malfunction or degradation in performance may result.

The RDC provides a mechanism to allow boot time configuration code to establish
resource domains by assigning cores, bus masters, peripherals and memory regions to
domain identifiers. Once configured, bus transactions are monitored to restrict accesses
initiated by cores and bus masters to their respective peripherals and memory.

For shared peripherals, the RDC provides a semaphore-based locking mechanism to
provide for temporary exclusivity while the domain software uses the peripheral. Once
the software of one domain has finished the task and finished with the peripheral then it
may release the semaphore making the peripheral available to the other domain.

3.2.1.1 Features

Resource domain subsystem has the following features:
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» Assignment of cores, bus masters, peripherals, and memory regions to a resource
domain
* Fixed memory resolution of 128 Bytes for small address spaces and 4 KB for large
address spaces
* Four resource domain identifiers
* Memory read/write access controls for each resource domain and region
* Optional semaphore-based, hardware-enforced exclusive access of shared peripherals
to a resource domain
* Prioritized access permissions for overlapping memory regions
* Automatic restoration of resource domain access permissions to memory regions in
the power-down domain

3.2.2 Functional Description

The RDC is the central location for creation of isolated resource domains and for the
enablement of semaphore-based access also known as “safe sharing”. Configuration
software assigns one of four resource domain identifiers to each core and bus master, and
allocates each memory region and peripheral to one or more resource domains.

Memory Read or Write access privileges for each resource domain are declared for each
memory region. In addition, the software configuration determines which shared
peripherals (those peripherals allocated to more than one domain) require safe sharing by
setting the semaphore-required configuration for each peripheral.

The RDC configuration information is sent to the fabric ports, memories gaskets,
semaphore controller, and peripherals to control access based on domain assignments.
The fabric uses the domain identifier associated with each port to include this information
along with the bus transaction. When the slave gasket encounters a bus transaction it
makes a comparison of the transaction domain ID to the RDC-provided list of allowed
domains. If the transaction domain ID is on the list then access may be permitted.
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Figure 3-2. Example RDC Connections

For shared peripherals, RDC permits more than one domain access to a single peripheral.
RDC also provides three ways to control synchronized use of shared peripherals. These
methods include hardware-enforced synchronization, software-based semaphores, or no
synchronization. The latter may be suitable for well-tuned multi-core operating systems
that handle synchronization in the core platform, for instance.

For hardware-enforced synchronization, also known as "safe sharing", ownership of the
peripheral must be claimed in the semaphore controller before access is allowed to the
shared peripheral. The "semaphore required" bit (SREQ) is set in the PDAP register
corresponding to the shared peripheral which causes the RDC to require that a semaphore
is obtained by a domain before access by that domain to the shared peripheral is allowed.
During the time that the domain has the semaphore in possession its bus masters have
exclusive access to the peripheral.
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When the semaphore is released then no domain masters have access until the semaphore
1s obtained again. When the SREQ is set, RDC does not allow masters to obtain
semaphores of peripherals to which it is not allocated; the master must have designated
access in the D-registers of the corresponding PDAP register (e.g. D3R bit set for
Domain 3 access of the shared peripheral). There is a one-to-one mapping between the
semaphore controller gate and the resource domain controller peripheral. The mapping of
PDAP registers and peripherals can be found in the Peripheral Map section of the RDC
chapter.

3.2.2.1 DomainID

The RDC provides for an isolation of domain resources by use of a identifier called the
Domain ID (DID). A core and its resources including memory, bus masters, and
peripherals are all associated with a single DID. When software or a DMA attempts to
access a peripheral or memory, the corresponding bus transaction includes the DID along
with the other bus control information such as Read, Write, and privilege mode.

3.2.2.2 Resource Assignment

The RDC allows assignment of peripherals and memories to one or more domains while
each bus master or core is placed in one of four domains. The masters are assigned a
domain in the MDA register. A peripheral is given R/W access permissions to each
domain in the PDAP register. Memory regions are bound by address space in start and
end registers, the MRSA and MREA. Each memory region is assigned one or more
allowed domains and R/W permissions in the MRC control register. Memory regions
must be enabled before the permissions are active. Otherwise the permissions are not
restricted.

The RDC itself should be isolated to ensure that only a trustworthy resource manager can
configure the RDC registers. This process may either be present initially, during secure
boot, or during the runtime in the secure world, for example. If the operating system does
not support a runtime trusted execution then during the secure boot process the RDC
configuration can be locked to prevent further modification after the operating systems
are running.

NOTE
The CCM supports multicore awareness based on resource
domain assignments programmed into the RDC. Refer to the
CCM chapter regarding the relationship between core resource
domains and their respective CCM resources. Failing to follow
the proper sequence when updating the resource domain
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assignments of the core can result in clocks being inadvertently

gated.

3.2.2.3 Safe Sharing

For shared peripherals, the RDC can be configured to require a domain to obtain a
semaphore lock before access to the peripheral is allowed. This feature helps prevent
collisions from processes on separate cores that may want to use the same peripheral at
the same time. The RDC sends a list of eligible domains to the semaphore module for
each gate/peripheral. The eligible domains are those that are set in the peripheral domain
access permissions (PDAP) registers. There is a one-to-one correspondence between
semaphore gates and peripherals so each gate in the semaphore block represents a
peripheral. The RDC receives semaphore locks from the hardware semaphore module
(SEMA42). A semaphore lock is acquired when a core or bus master from a given
domain requests a lock for a particular gate. The semaphore module compares the
request's domain ID against the list of eligible domain IDs. If the domain ID is on the list
and the lock is available then the lock is set and a signal is sent back to the RDC module
indicating a lock has been acquired for a particular gate and to which domain ID the lock
belongs. The RDC then restricts access to the corresponding peripheral to only
transactions originating from the domain that has the lock. Another domain, though on
the shared list to access the peripheral, must then wait until the lock is released before
acquiring the lock and gaining access to the peripheral. To enable this feature of
hardware enforcement for the semaphore locks, the SREQ bit is set in the RDC resource
register.

If the SREQ is set, then when a process determines it needs a shared peripheral, it must
first lock the resource in the semaphore module. Once the resource is locked, the
semaphore module sends a signal to the RDC indicating the domain has access to the
resource. The RDC will then set the access permissions to allow that domain access to the
peripheral.

For a domain to acquire a lock on a peripheral, the domain must have been assigned to
the peripheral in the RDC Peripheral Domain Access Permissions register (PDAP). The
semaphore module only allows safe-sharing locks for those domains that are assigned to
the peripheral. The semaphore module does not consider the access type (Read or Write)
when allowing domains to acquire locks.

The SEMA42 module implements hardware-enforced semaphores as an IPS-mapped
slave peripheral device. The feature set includes:
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* Module definition supporting 64 hardware-enforced gates in a multi-processor
configuration, where up to 15 processors can be supported; cpX is meant to represent
core processor X

» Gates appear as an n-entry byte-size array with read and write accesses (n = 16,
32, 64).

* Processors lock gates by writing "Master_index" to the appropriate gate and
must read back the gate value to verify the lock operation was successful.
The Master_index value for the processors can be found in Table 14-7. Also
note that after locking, the gate register contains the master_id value of the
locking processor (in bits [3:0]), and also the value of the locking domain (in
bits [5:4]).

* Once locked, the gate is unlocked by a write of zeroes from the locking
processor.

* The number of implemented gates is specified by a hardware configuration
define.

» Each hardware gate appears as a 16-state, 4-bit state machine.
* 16-state implementation

if gate = 0x0, then state = unlocked
if gate = Ox1, then state = locked by processor (master_index) 0
if gate = 0x2, then state = locked by processor (master_index) 1

if gate = OxF, then state = locked by processor (master_index) 14
» Uses the logical bus master number (master_index) as a reference attribute
plus the specified data patterns to validate all write operations.

* Once locked, the gate can (and must) be unlocked by a write of zeroes from
the locking processor.

» Secure reset mechanisms are supported to clear the contents of individual gates,
as well as a clear_all capability.

* Memory-mapped IPS slave peripheral platform module

* Interface to the IPS bus for programming-model accesses
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3.2.2.4 Resource Domain Control and Security Considerations

Conceptually, the RDC configuration is independent of the processor privilege mode and
security domain. It is intended to allow for isolation between core processing
environments to prevent collisions and increase reliability. Access between resource
domains is mutually exclusive and each domain should be in control of its own privilege
modes and access rights.

However, it is important to realize multi-core processors may have a multiple resource
domains but only one overarching security domain. Chip security controls reside in one
resource domain. In this configuration, a domain can affect at least one level of access
privileges in the other domain. This may be acceptable but clarity and care is needed to
ensure expected functionality.

ﬁ
Resource Domain Security
Access Controls Access Controls Memory
(Domain ID) (Privilege Mode)

f

E.g. Privilege levels set for all
domains by one domain

Figure 3-3. Access Control to Memory

Therefore, access to the security controls should be restricted to the most trustworthy
operating mode of the core and privilege levels should be coordinated to ensure that
shared peripherals and memory regions are accessible by both cores. For instance, if a
memory region is designated for secure accesses then all domain masters that share that
region must have secure privileges.
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3.2.3 Modes of Operation

The RDC provides access controls to the resource domain subsystem. When the device is
in a low power mode then some memory regions in the subsystem may be powered off.
RDC responds to the impacted memory regions by automatically reconfiguring the
memory regions once power returns and blocking access to those memory regions until
the reconfiguration process is complete.

3.2.3.1 Low Power Modes

The RDC loads configuration information for memory regions (MRSA, MRSE, MRC)
into access control mechanisms (gaskets) at the memory interface. The location of this
configuration information may reside inside power domains that lose power during sleep
modes for energy savings. To restore configuration information upon return from sleep
mode, the RDC receives a global power control signal indicating power is restored. The
RDC then automatically reconfigures the memory regions with the configuration
information.

During reconfiguration, access is blocked to the previously powered down memories.
When the RDC completes reconfiguration it issues an interrupt and allows access to the
memory regions. Only the powered down regions are blocked during the reconfiguration.
Memory regions in the "always-on" power domain (still powered during sleep mode)
remain available according to the programmed access rights. If no memory regions were
enabled then the powered down regions are available immediately when power is
restored.

The figure below shows the Global Power Control signal which RDC uses to invalidate
the configuration upon deassertion and to restore the configuration when re-asserted. The
configuration is valid and bus transactions allowed once the memory regions have been
restored.
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3.2.4 Programming Interface

This section provides product specific details describing the mapping of resources -
peripherals, bus masters, and memory regions - to corresponding resource domain
controls RDC registers.

The RDC and RDC_SEMAA42 register maps are combined in this chapter. The base
address for the one RDC map and two SEMA42 maps are each separated by 4KB. While
there are two SEMAA42 submodules and therefore two sets of SEMA42 registers, this
chapter describes one. Please refer to the peripheral memory map for the base addresses
of the RDC and SEMA42 modules.

3.2.4.1 Master Assignment Registers

Table 3-2. Master Assignment Mapping

Master RDC MDA register
A7 Core 0 RDC_MDAO
A7 Core 1 RDC_MDAO

Table continues on the next page...
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Master RDC MDA register
M4 Core RDC_MDA1
- RDC_MDA2
Csl RDC_MDAS3
- RDC_MDA4
LCDIF RDC_MDAS5
Display Port RDC_MDA6
PXP RDC_MDA7
Coresight RDC_MDAS8
DAP RDC_MDA9
CAAM RDC_MDA10
SDMA (peripheral DMA port) RDC_MDA11
SDMA (burst DMA port) RDC_MDA12
APBHDMA RDC_MDA13
RAWNAND RDC_MDA14
uSDHC1 RDC_MDA15
uSDHC2 RDC_MDA16
uSDHC3 RDC_MDA17
NC RDC_MDA18
USB RDC_MDA19
NC RDC_MDA20
Test Port RDC_MDA21
ENET1 TX RDC_MDA22
ENET1 RX RDC_MDA23
- RDC_MDA24
- RDC_MDA25
SDMA port RDC_MDA26

3.2.4.2 Peripheral Mapping

Each peripheral has a corresponding resource domain assignment register in the RDC and
semaphore lock register in the RDC_SEMA42 module. The following table shows
allocation of the RDC PDAP and RDC_SEMA4 GATE registers for peripheral resource

domain assignment.

NOTE

Access control of the RDC registers can be programmed using
the respective PDAP register. The default setting of the PDAP

register for the RDC allows access from all domains. Use
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caution when restricting access of the RDC registers to avoid

conditions where access to the RDC registers is needed but no

master is assigned to a domain with access rights to the RDC.

Table 3-3. RDC Peripheral Mapping

Peripheral RDC PDAP register RDC_SEMAA42 block/gate register

GPIO1 RDC_PDAPO SEMA42 B1/GO

GPIO2 RDC_PDAP1 SEMA42 B1/G1

GPIO3 RDC_PDAP2 SEMA42 B1/G2

GPIO4 RDC_PDAP3 SEMA42 B1/G3

GPIO5 RDC_PDAP4 SEMA42 B1/G4

GPIO6 RDC_PDAP5 SEMA42 B1/G5

GPIO7 RDC_PDAP6 SEMA42 B1/G6

IOMUXC_LPSR_GPR RDC_PDAP7 SEMA42 B1/G7

WDOGH1 RDC_PDAP8 SEMA42 B1/G8

WDOG2 RDC_PDAP9 SEMA42 B1/G9

WDOG3 RDC_PDAP10 SEMA42 B1/G10
WDOG4 RDC_PDAP11 SEMA42 B1/G11
IOMUXC_LPSR RDC_PDAP12 SEMA42 B1/G12
GPT1 RDC_PDAP13 SEMA42 B1/G13
GPT2 RDC_PDAP14 SEMA42 B1/G14
GPT3 RDC_PDAP15 SEMA42 B1/G15
GPT4 RDC_PDAP16 SEMA42 B1/G16
ROMCP RDC_PDAP17 SEMA42 B1/G17
KPP RDC_PDAP18 SEMA42 B1/G18
IOMUXC RDC_PDAP19 SEMA42 B1/G19
IOMUXC_GPR RDC_PDAP20 SEMA42 B1/G20
OCOTP_CTRL RDC_PDAP21 SEMA42 B1/G21
ANATOP_DIG RDC_PDAP22 SEMA42 B1/G22
SNVS HP RDC_PDAP23 SEMA42 B1/G23
CCM RDC_PDAP24 SEMA42 B1/G24
SRC RDC_PDAP25 SEMA42 B1/G25
GPC RDC_PDAP26 SEMA42 B1/G26
SEMAPHOREH1 RDC_PDAP27 SEMA42 B1/G27
SEMAPHORE2 RDC_PDAP28 SEMA42 B1/G28
RDC RDC_PDAP29 SEMA42 B1/G29
Ccsu RDC_PDAP30 SEMA42 B1/G30
Reserved RDC_PDAP31 SEMA42 B1/G31
RESERVED RDC_PDAP32 SEMA42 B1/G32
ADC1 WRAPPER RDC_PDAP33 SEMA42 B1/G33
ADC2 WRAPPER RDC_PDAP34 SEMA42 B1/G34
eCSPI4 RDC_PDAP35 SEMA42 B1/G35
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Table 3-3. RDC Peripheral Mapping (continued)

Chapter 3 Security

Peripheral RDC PDAP register RDC_SEMAA42 block/gate register

Flex Timer 1 RDC_PDAP36 SEMA42 B1/G36
Flex Timer 2 RDC_PDAP37 SEMA42 B1/G37
PWMH1 RDC_PDAP38 SEMA42 B1/G38
PWM2 RDC_PDAP39 SEMA42 B1/G39
PWMS3 RDC_PDAP40 SEMA42 B1/G40
PWM4 RDC_PDAP41 SEMA42 B1/G41
System Counter Read RDC_PDAP42 SEMA42 B1/G42
System Counter Compare RDC_PDAP43 SEMA42 B1/G43
System Counter Control RDC_PDAP44 SEMA42 B1/G44
Reserved RDC_PDAP45 SEMA42 B1/G45
Reserved RDC_PDAP46 SEMA42 B1/G46
Reserved RDC_PDAP47 SEMA42 B1/G47
PXP RDC_PDAP48 SEMA42 B1/G48
Csl RDC_PDAP49 SEMA42 B1/G49
Reserved RDC_PDAP50 SEMA42 B1/G50
LCDIF RDC_PDAP51 SEMA42 B1/G51
Reserved RDC_PDAP52 SEMA42 B1/G52
MIPI CSI RDC_PDAP53 SEMA42 B1/G53
MIPI DSI RDC_PDAP54 SEMA42 B1/G54
Reserved RDC_PDAP55 SEMA42 B1/G55
TZASC RDC_PDAP56 SEMA42 B1/G56
DDR PHY RDC_PDAP57 SEMA42 B1/G57
DDRC RDC_PDAP58 SEMA42 B1/G58
Reserved RDC_PDAP59 SEMA42 B1/G59
PERFMONT1 RDC_PDAP60 SEMA42 B1/G60
PERFMON2 RDC_PDAP61 SEMA42 B1/G61
AXI DEBUG MON RDC_PDAP62 SEMA42 B1/G62
QoSC RDC_PDAP63 SEMA42 B1/G63
FlexCAN1 RDC_PDAP64 SEMA42 B2/G0

FlexCAN2 RDC_PDAP65 SEMA42 B2/G1

12CH1 RDC_PDAP66 SEMA42 B2/G2

12C2 RDC_PDAP67 SEMA42 B2/G3

12C3 RDC_PDAP68 SEMA42 B2/G4

12C4 RDC_PDAP69 SEMA42 B2/G5

UART4 RDC_PDAP70 SEMA42 B2/G6

UART5 RDC_PDAP71 SEMA42 B2/G7

UART6 RDC_PDAP72 SEMA42 B2/G8

UART7 RDC_PDAP73 SEMA42 B2/G9

MU - A RDC_PDAP74 SEMA42 B2/G10
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Resource Domain Controller (RDC)

Table 3-3. RDC Peripheral Mapping (continued)

Peripheral RDC PDAP register RDC_SEMAA42 block/gate register
MU - B RDC_PDAP75 SEMA42 B2/G11
SEMAPHORE - HS RDC_PDAP76 SEMA42 B2/G12
USB PL301 RDC_PDAP77 SEMA42 B2/G13
Reserved RDC_PDAP78 SEMA42 B2/G14
Reserved RDC_PDAP79 SEMA42 B2/G15
Reserved RDC_PDAP80 SEMA42 B2/G16
USB1 (OTG1) RDC_PDAP81 SEMA42 B2/G17
Reserved RDC_PDAP82 SEMA42 B2/G18
USB3 (HOST) RDC_PDAP83 SEMA42 B2/G19
uSDHCA1 RDC_PDAP84 SEMA42 B2/G20
uSDHC2 RDC_PDAP85 SEMA42 B2/G21
uSDHC3 RDC_PDAP86 SEMA42 B2/G22
Reserved RDC_PDAP87 SEMA42 B2/G23
Reserved RDC_PDAP88 SEMA42 B2/G24
SIMA RDC_PDAP89 SEMA42 B2/G25
SIM2 RDC_PDAP90 SEMA42 B2/G26
QSPI RDC_PDAP91 SEMA42 B2/G27
WEIM RDC_PDAP92 SEMA42 B2/G28
SDMA RDC_PDAP93 SEMA42 B2/G29
ENET1 RDC_PDAP94 SEMA42 B2/G30
Reserved RDC_PDAP95 SEMA42 B2/G31
Reserved for SDMA RDC_PDAP96 SEMA42 B2/G32
Reserved RDC_PDAP97 SEMA42 B2/G33
eCSPI1 RDC_PDAP98 SEMA42 B2/G34
eCSPI2 RDC_PDAP99 SEMA42 B2/G35
eCSPI3 RDC_PDAP100 SEMA42 B2/G36
Reserved RDC_PDAP101 SEMA42 B2/G37
UARTH1 RDC_PDAP102 SEMA42 B2/G38
UART2 RDC_PDAP105 SEMA42 B2/G39
UART3 RDC_PDAP104 SEMA42 B2/G40
Reserved for SDMA RDC_PDAP103 SEMA42 B2/G41
SAI1 RDC_PDAP106 SEMA42 B2/G42
SAI2 RDC_PDAP107 SEMA42 B2/G43
SAI3 RDC_PDAP108 SEMA42 B2/G44
Reserved RDC_PDAP109 SEMA42 B2/G45
Reserved for SDMA RDC_PDAP110 SEMA42 B2/G46
SPBA RDC_PDAP111 SEMA42 B2/G47
ULT1 /DAP RDC_PDAP112 SEMA42 B2/G48
Reserved RDC_PDAP113 SEMA42 B2/G49
Table continues on the next page...
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Chapter 3 Security
Table 3-3. RDC Peripheral Mapping (continued)
Peripheral RDC PDAP register RDC_SEMAA42 block/gate register
Reserved RDC_PDAP114 SEMA42 B2/G50
reserved RDC_PDAP115 SEMA42 B2/G51
CAAM RDC_PDAP116 SEMA42 B2/G52
Reserved RDC_PDAP117 SEMA42 B2/G53

3.2.4.3 Memory Region Map

The number of memories with domain isolation support varies per device. The number of
memory regions for a particular memory and the size of those regions varies per memory
gasket. Each region of memory has a set of registers to define the boundaries of the
region based on start and end addresses, a control register to set the domain access
permissions and enable the region, and a status register to determin if access was denied
to a region.

For this device, refer to the table below to determine the memories with domain support,
the number of regions for each memory, the region resolution, the identifying numbers
for the sets of memory region registers, and the addresses of the RDC registers to access
the sets of Memory Region registers.

Table 3-4. Memory Region Mapping

Memory/Port Number of Region Resolution Memory Region Register Address
Regions Register Set Number Range
(e.g. MRSA, MREA,
MRC, MRVS)
MMDC 8 4 KB 0-7 0x800-0x87C
QSPI 8 4 KB 8-15 0x880-0x8FC
WEIM 8 4 KB 16-23 0x900-0x97C
PCle 8 4 KB 24-31 0x980-0x9FC
OCRAM 5 128 B 32-36 0xA00-0xA4C
OCRAM_S 5 128 B 37-41 0xA50-0xA9C
OCRAM_GP 5 128 B 42-46 O0xAAO0-OxAEC
OCRAM_PXP 5 128 B 47-51 0xAF0-0xB3C

3.2.5 RDC Memory Map/Register Definition
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Resource Domain Controller (RDC)

RDC memory map

Absolute

address Register name (ivr\nli:itt:) Access | Reset value S:‘:;an
(hex)
303D_0000 |Version Information (RDC_VIR) 32 R 0376_E204h | 3.2.5.1/224
303D_0024 |Status (RDC_STAT) 32 R/W | 0000_0100h | 3.2.5.2/225
303D_0028 |Interrupt and Control (RDC_INTCTRL) 32 R/W 0000_0000h | 3.2.5.3/226
303D_002C |Interrupt Status (RDC_INTSTAT) 32 R/W See section | 3.2.5.4/226
303D_0200 |Master Domain Assignment (RDC_MDAO) 32 R/W 0000_0000h | 3.2.5.5/227
303D_0204 |Master Domain Assignment (RDC_MDA1) 32 R/W 0000_0000h | 3.2.5.5/227
303D_0208 |Master Domain Assignment (RDC_MDAZ2) 32 R/W | 0000_0000h | 3.2.5.5/227
303D_020C |[Master Domain Assignment (RDC_MDAS3) 32 R/W 0000_0000h | 3.2.5.5/227
303D_0210 |Master Domain Assignment (RDC_MDAA4) 32 R/W 0000_0000h | 3.2.5.5/227
303D_0214 |Master Domain Assignment (RDC_MDAS5) 32 R/W 0000_0000h | 3.2.5.5/227
303D_0218 |Master Domain Assignment (RDC_MDAB) 32 R/W 0000_0000h | 3.2.5.5/227
303D_021C [Master Domain Assignment (RDC_MDA?7) 32 R/W 0000_0000h | 3.2.5.5/227
303D_0220 |Master Domain Assignment (RDC_MDAS) 32 R/W | 0000_0000h | 3.2.5.5/227
303D_0224 |Master Domain Assignment (RDC_MDAD9) 32 R/W | 0000_0000h | 3.2.5.5/227
303D_0228 |Master Domain Assignment (RDC_MDA10) 32 R/W 0000_0000h | 3.2.5.5/227
303D_022C |Master Domain Assignment (RDC_MDA11) 32 R/W 0000_0000h | 3.2.5.5/227
303D_0230 |Master Domain Assignment (RDC_MDA12) 32 R/W 0000_0000h | 3.2.5.5/227
303D_0234 |Master Domain Assignment (RDC_MDA13) 32 R/W 0000_0000h | 3.2.5.5/227
303D_0238 |Master Domain Assignment (RDC_MDA14) 32 R/W | 0000_0000h | 3.2.5.5/227
303D_023C [Master Domain Assignment (RDC_MDA15) 32 R/W 0000_0000h | 3.2.5.5/227
303D_0240 |Master Domain Assignment (RDC_MDA16) 32 R/W 0000_0000h | 3.2.5.5/227
303D_0244 |Master Domain Assignment (RDC_MDA17) 32 R/W 0000_0000h | 3.2.5.5/227
303D_0248 |Master Domain Assignment (RDC_MDA18) 32 R/W 0000_0000h | 3.2.5.5/227
303D_024C |Master Domain Assignment (RDC_MDA19) 32 R/W 0000_0000h | 3.2.5.5/227
303D_0250 |Master Domain Assignment (RDC_MDAZ20) 32 R/W | 0000_0000h | 3.2.5.5/227
303D_0254 |Master Domain Assignment (RDC_MDA21) 32 R/W | 0000_0000h | 3.2.5.5/227
303D_0258 |Master Domain Assignment (RDC_MDA22) 32 R/W 0000_0000h | 3.2.5.5/227
303D_025C |Master Domain Assignment (RDC_MDA23) 32 R/W 0000_0000h | 3.2.5.5/227
303D_0260 |Master Domain Assignment (RDC_MDA24) 32 R/W 0000_0000h | 3.2.5.5/227
303D_0264 |Master Domain Assignment (RDC_MDAZ25) 32 R/W 0000_0000h | 3.2.5.5/227
303D_0268 |Master Domain Assignment (RDC_MDAZ26) 32 R/W | 0000_0000h | 3.2.5.5/227
303D_0400 |Peripheral Domain Access Permissions (RDC_PDAPOQ) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_0404 |Peripheral Domain Access Permissions (RDC_PDAP1) 32 R/W | 0000_O00FFh | 3.2.5.6/228
303D_0408 |Peripheral Domain Access Permissions (RDC_PDAP2) 32 R/W 0000_00FFh | 3.2.5.6/228
303D_040C |Peripheral Domain Access Permissions (RDC_PDAPS3) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0410 |Peripheral Domain Access Permissions (RDC_PDAP4) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_0414 |Peripheral Domain Access Permissions (RDC_PDAPS5) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0418 |Peripheral Domain Access Permissions (RDC_PDAP6) 32 R/W | 0000_O00FFh | 3.2.5.6/228

Table continues on the next page...
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Chapter 3 Security
RDC memory map (continued)
232?::: Register name (ivr\nligittl;) Access | Reset value S:c;t;zn/
(hex)
303D_041C |Peripheral Domain Access Permissions (RDC_PDAP7) 32 R/W 0000_00FFh | 3.2.5.6/228
303D_0420 |Peripheral Domain Access Permissions (RDC_PDAPS8) 32 R/W 0000_00FFh | 3.2.5.6/228
303D_0424 |Peripheral Domain Access Permissions (RDC_PDAP9) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0428 |Peripheral Domain Access Permissions (RDC_PDAP10) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_042C |Peripheral Domain Access Permissions (RDC_PDAP11) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0430 |Peripheral Domain Access Permissions (RDC_PDAP12) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0434 |Peripheral Domain Access Permissions (RDC_PDAP13) 32 R/W 0000_00FFh | 3.2.5.6/228
303D_0438 |Peripheral Domain Access Permissions (RDC_PDAP14) 32 R/W | 0000_O00FFh | 3.2.5.6/228
303D_043C |Peripheral Domain Access Permissions (RDC_PDAP15) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_0440 |Peripheral Domain Access Permissions (RDC_PDAP16) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0444 |Peripheral Domain Access Permissions (RDC_PDAP17) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_0448 |Peripheral Domain Access Permissions (RDC_PDAP18) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_044C |Peripheral Domain Access Permissions (RDC_PDAP19) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0450 |Peripheral Domain Access Permissions (RDC_PDAP20) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_0454 |Peripheral Domain Access Permissions (RDC_PDAP21) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0458 |Peripheral Domain Access Permissions (RDC_PDAP22) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_045C |Peripheral Domain Access Permissions (RDC_PDAP23) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0460 |Peripheral Domain Access Permissions (RDC_PDAP24) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0464 |Peripheral Domain Access Permissions (RDC_PDAP25) 32 R/W 0000_00FFh | 3.2.5.6/228
303D_0468 |Peripheral Domain Access Permissions (RDC_PDAP26) 32 R/W | 0000_O00FFh | 3.2.5.6/228
303D_046C |Peripheral Domain Access Permissions (RDC_PDAP27) 32 R/W 0000_00FFh | 3.2.5.6/228
303D_0470 |Peripheral Domain Access Permissions (RDC_PDAP28) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0474 |Peripheral Domain Access Permissions (RDC_PDAP29) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_0478 |Peripheral Domain Access Permissions (RDC_PDAP30) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_047C |Peripheral Domain Access Permissions (RDC_PDAP31) 32 R/W | 0000_O00FFh | 3.2.5.6/228
303D_0480 |Peripheral Domain Access Permissions (RDC_PDAP32) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_0484 |Peripheral Domain Access Permissions (RDC_PDAP33) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0488 |Peripheral Domain Access Permissions (RDC_PDAP34) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_048C |Peripheral Domain Access Permissions (RDC_PDAP35) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0490 |Peripheral Domain Access Permissions (RDC_PDAP36) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_0494 |Peripheral Domain Access Permissions (RDC_PDAP37) 32 R/W 0000_00FFh | 3.2.5.6/228
303D_0498 |Peripheral Domain Access Permissions (RDC_PDAP38) 32 R/W | 0000_O00FFh | 3.2.5.6/228
303D_049C |Peripheral Domain Access Permissions (RDC_PDAP39) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_04A0 |Peripheral Domain Access Permissions (RDC_PDAP40) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_04A4 |Peripheral Domain Access Permissions (RDC_PDAP41) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_04A8 |Peripheral Domain Access Permissions (RDC_PDAP42) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_04AC |Peripheral Domain Access Permissions (RDC_PDAP43) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_04B0 |Peripheral Domain Access Permissions (RDC_PDAP44) 32 R/W 0000_00FFh | 3.2.5.6/228
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Resource Domain Controller (RDC)

RDC memory map (continued)

232?::: Register name (ivr\nligittl;) Access | Reset value S:c;t;zn/
(hex)
303D_04B4 |Peripheral Domain Access Permissions (RDC_PDAP45) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_04B8 |Peripheral Domain Access Permissions (RDC_PDAP46) 32 R/W 0000_00FFh | 3.2.5.6/228
303D_04BC |Peripheral Domain Access Permissions (RDC_PDAP47) 32 R/W | 0000_O00FFh | 3.2.5.6/228
303D_04CO0 |Peripheral Domain Access Permissions (RDC_PDAP48) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_04C4 |Peripheral Domain Access Permissions (RDC_PDAP49) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_04C8 |Peripheral Domain Access Permissions (RDC_PDAP50) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_04CC |Peripheral Domain Access Permissions (RDC_PDAP51) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_04DO0 |Peripheral Domain Access Permissions (RDC_PDAP52) 32 R/W | 0000_O00FFh | 3.2.5.6/228
303D_04D4 |Peripheral Domain Access Permissions (RDC_PDAP53) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_04D8 |Peripheral Domain Access Permissions (RDC_PDAP54) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_04DC |Peripheral Domain Access Permissions (RDC_PDAP55) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_04EQ |Peripheral Domain Access Permissions (RDC_PDAP56) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_04E4 |Peripheral Domain Access Permissions (RDC_PDAP57) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_04E8 |Peripheral Domain Access Permissions (RDC_PDAP58) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_04EC |Peripheral Domain Access Permissions (RDC_PDAP59) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_04F0 |Peripheral Domain Access Permissions (RDC_PDAPG60) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_04F4 |Peripheral Domain Access Permissions (RDC_PDAP61) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_04F8 |Peripheral Domain Access Permissions (RDC_PDAP62) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_04FC |Peripheral Domain Access Permissions (RDC_PDAP63) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0500 |Peripheral Domain Access Permissions (RDC_PDAP64) 32 R/W | 0000_O00FFh | 3.2.5.6/228
303D_0504 |Peripheral Domain Access Permissions (RDC_PDAP65) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0508 |Peripheral Domain Access Permissions (RDC_PDAP66) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_050C |Peripheral Domain Access Permissions (RDC_PDAP67) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_0510 |Peripheral Domain Access Permissions (RDC_PDAP68) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0514 |Peripheral Domain Access Permissions (RDC_PDAP69) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0518 |Peripheral Domain Access Permissions (RDC_PDAP70) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_051C |Peripheral Domain Access Permissions (RDC_PDAP71) 32 R/W | 0000_O00FFh | 3.2.5.6/228
303D_0520 |Peripheral Domain Access Permissions (RDC_PDAP72) 32 R/W 0000_00FFh | 3.2.5.6/228
303D_0524 |Peripheral Domain Access Permissions (RDC_PDAP73) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0528 |Peripheral Domain Access Permissions (RDC_PDAP74) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_052C |Peripheral Domain Access Permissions (RDC_PDAP75) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0530 |Peripheral Domain Access Permissions (RDC_PDAP76) 32 R/W | 0000_O00FFh | 3.2.5.6/228
303D_0534 |Peripheral Domain Access Permissions (RDC_PDAP77) 32 R/W 0000_00FFh | 3.2.5.6/228
303D_0538 |Peripheral Domain Access Permissions (RDC_PDAP78) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_053C |Peripheral Domain Access Permissions (RDC_PDAP79) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_0540 |Peripheral Domain Access Permissions (RDC_PDAP80) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0544 |Peripheral Domain Access Permissions (RDC_PDAP81) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0548 |Peripheral Domain Access Permissions (RDC_PDAP82) 32 R/W | 0000_00OFFh | 3.2.5.6/228
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Chapter 3 Security
RDC memory map (continued)
232?::: Register name (ivr\nligittl;) Access | Reset value S:c;t;zn/
(hex)
303D_054C |Peripheral Domain Access Permissions (RDC_PDAP83) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0550 |Peripheral Domain Access Permissions (RDC_PDAP84) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_0554 |Peripheral Domain Access Permissions (RDC_PDAP85) 32 R/W | 0000_O00FFh | 3.2.5.6/228
303D_0558 |Peripheral Domain Access Permissions (RDC_PDAP86) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_055C |Peripheral Domain Access Permissions (RDC_PDAP87) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0560 |Peripheral Domain Access Permissions (RDC_PDAP88) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0564 |Peripheral Domain Access Permissions (RDC_PDAP89) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0568 |Peripheral Domain Access Permissions (RDC_PDAP90) 32 R/W | 0000_O00FFh | 3.2.5.6/228
303D_056C |Peripheral Domain Access Permissions (RDC_PDAP91) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_0570 |Peripheral Domain Access Permissions (RDC_PDAP92) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0574 |Peripheral Domain Access Permissions (RDC_PDAP93) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_0578 |Peripheral Domain Access Permissions (RDC_PDAP94) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_057C |Peripheral Domain Access Permissions (RDC_PDAP95) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0580 |Peripheral Domain Access Permissions (RDC_PDAP96) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_0584 |Peripheral Domain Access Permissions (RDC_PDAP97) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0588 |Peripheral Domain Access Permissions (RDC_PDAP98) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_058C |Peripheral Domain Access Permissions (RDC_PDAP99) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0590 |Peripheral Domain Access Permissions (RDC_PDAP100) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0594 |Peripheral Domain Access Permissions (RDC_PDAP101) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_0598 |Peripheral Domain Access Permissions (RDC_PDAP102) 32 R/W | 0000_O00FFh | 3.2.5.6/228
303D_059C |Peripheral Domain Access Permissions (RDC_PDAP103) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_05A0 |Peripheral Domain Access Permissions (RDC_PDAP104) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_05A4 |Peripheral Domain Access Permissions (RDC_PDAP105) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_05A8 |Peripheral Domain Access Permissions (RDC_PDAP106) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_05AC |Peripheral Domain Access Permissions (RDC_PDAP107) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_05B0 |Peripheral Domain Access Permissions (RDC_PDAP108) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_05B4 |Peripheral Domain Access Permissions (RDC_PDAP109) 32 R/W | 0000_O00FFh | 3.2.5.6/228
303D_05B8 |Peripheral Domain Access Permissions (RDC_PDAP110) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_05BC |Peripheral Domain Access Permissions (RDC_PDAP111) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_05CO0 |Peripheral Domain Access Permissions (RDC_PDAP112) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_05C4 |Peripheral Domain Access Permissions (RDC_PDAP113) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_05C8 |Peripheral Domain Access Permissions (RDC_PDAP114) 32 R/W | 0000_O00FFh | 3.2.5.6/228
303D_05CC |Peripheral Domain Access Permissions (RDC_PDAP115) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_05D0 |Peripheral Domain Access Permissions (RDC_PDAP116) 32 R/W | 0000_00FFh | 3.2.5.6/228
303D_05D4 |Peripheral Domain Access Permissions (RDC_PDAP117) 32 R/W | 0000_00OFFh | 3.2.5.6/228
303D_0800 |[Memory Region Start Address (RDC_MRSAO0) 32 R/W Undefined | 3.2.5.7/229
303D_0804 |Memory Region End Address (RDC_MREAOQ) 32 R/W Undefined | 3.2.5.8/230
303D_0808 |Memory Region Control (RDC_MRCO0) 32 R/W | 0000_00FFh | 3.2.5.9/230
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303D_080C |[Memory Region Violation Status (RDC_MRVSO0) 32 R/W | 0000_0000h 232
303D_0810 |Memory Region Start Address (RDC_MRSA1) 32 R/W Undefined | 3.2.5.7/229
303D_0814 |Memory Region End Address (RDC_MREAT1) 32 R/W Undefined | 3.2.5.8/230
303D_0818 |Memory Region Control (RDC_MRC1) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_081C |Memory Region Violation Status (RDC_MRVS1) 32 R/W | 0000_0000h 322221 o
303D_0820 |Memory Region Start Address (RDC_MRSAZ2) 32 R/W Undefined | 3.2.5.7/229
303D_0824 |Memory Region End Address (RDC_MREA2) 32 R/W Undefined | 3.2.5.8/230
303D_0828 |Memory Region Control (RDC_MRC2) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_082C |Memory Region Violation Status (RDC_MRVS2) 32 RW | 0000_0000h 3'22'2'21 o
303D_0830 |Memory Region Start Address (RDC_MRSAB3) 32 R/W Undefined | 3.2.5.7/229
303D_0834 |Memory Region End Address (RDC_MREAS3) 32 R/W Undefined | 3.2.5.8/230
303D_0838 |Memory Region Control (RDC_MRC3) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_083C |Memory Region Violation Status (RDC_MRVS3) 32 RMW | 0000_0000h 3'22'2'21 o
303D_0840 |Memory Region Start Address (RDC_MRSA4) 32 R/W Undefined | 3.2.5.7/229
303D_0844 |Memory Region End Address (RDC_MREA4) 32 R/W Undefined | 3.2.5.8/230
303D_0848 |Memory Region Control (RDC_MRC4) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_084C |Memory Region Violation Status (RDC_MRVS4) 32 RW | 0000_0000h 3'22'2'21 o
303D_0850 |Memory Region Start Address (RDC_MRSADB) 32 R/W Undefined | 3.2.5.7/229
303D_0854 |Memory Region End Address (RDC_MREAD5) 32 R/W Undefined | 3.2.5.8/230
303D_0858 |Memory Region Control (RDC_MRCS5) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_085C |Memory Region Violation Status (RDC_MRVSS5) s2 | RW | 0000 0000h | 231
303D_0860 |Memory Region Start Address (RDC_MRSAGB) 32 R/W Undefined | 3.2.5.7/229
303D_0864 |Memory Region End Address (RDC_MREA®B) 32 R/W Undefined | 3.2.5.8/230
303D_0868 |Memory Region Control (RDC_MRCS6) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_086C |[Memory Region Violation Status (RDC_MRVS6) 32 R/W | 0000_0000h 322221 o
303D_0870 |Memory Region Start Address (RDC_MRSA7) 32 R/W Undefined | 3.2.5.7/229
303D_0874 |Memory Region End Address (RDC_MREA7?) 32 R/W Undefined | 3.2.5.8/230
303D_0878 |Memory Region Control (RDC_MRC?7) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_087C |[Memory Region Violation Status (RDC_MRVS7) 32 R/W 0000_0000h 322221 o
303D_0880 |Memory Region Start Address (RDC_MRSAS) 32 R/W Undefined | 3.2.5.7/229
303D_0884 |Memory Region End Address (RDC_MREAS) 32 R/W Undefined | 3.2.5.8/230
303D_0888 |Memory Region Control (RDC_MRCS8) 32 R/W | 0000_00FFh | 3.2.5.9/230
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303D_088C |[Memory Region Violation Status (RDC_MRVS8) 32 R/W | 0000_0000h 232
303D_0890 |Memory Region Start Address (RDC_MRSA9) 32 R/W Undefined | 3.2.5.7/229
303D_0894 |Memory Region End Address (RDC_MREA9) 32 R/W Undefined | 3.2.5.8/230
303D_0898 |Memory Region Control (RDC_MRC9) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_089C |Memory Region Violation Status (RDC_MRVS9) 32 R/W | 0000_0000h 322221 o
303D_08A0 |Memory Region Start Address (RDC_MRSA10) 32 R/W Undefined | 3.2.5.7/229
303D_08A4 |Memory Region End Address (RDC_MREA10) 32 R/W Undefined | 3.2.5.8/230
303D_08A8 |Memory Region Control (RDC_MRC10) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_08AC |Memory Region Violation Status (RDC_MRVS10) 32 RW | 0000_0000h 3'22;2'21 o
303D_08B0 |Memory Region Start Address (RDC_MRSA11) 32 R/W Undefined | 3.2.5.7/229
303D_08B4 |Memory Region End Address (RDC_MREA11) 32 R/W Undefined | 3.2.5.8/230
303D_08B8 |Memory Region Control (RDC_MRC11) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_08BC |Memory Region Violation Status (RDC_MRVS11) 32 RMW | 0000_0000h 3'22'2'21 o
303D_08CO0 [Memory Region Start Address (RDC_MRSA12) 32 R/W Undefined | 3.2.5.7/229
303D_08C4 [Memory Region End Address (RDC_MREA12) 32 R/W Undefined | 3.2.5.8/230
303D_08C8 [Memory Region Control (RDC_MRC12) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_08CC |Memory Region Violation Status (RDC_MRVS12) 32 RW | 0000_0000h 3'22'2'21 o
303D_08D0 |Memory Region Start Address (RDC_MRSA13) 32 R/W Undefined | 3.2.5.7/229
303D_08D4 [Memory Region End Address (RDC_MREA13) 32 R/W Undefined | 3.2.5.8/230
303D_08D8 |Memory Region Control (RDC_MRC13) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_08DC |Memory Region Violation Status (RDC_MRVS13) 32 RW | 0000_0000h 3'22'2'21 o
303D_08EO |Memory Region Start Address (RDC_MRSA14) 32 R/W Undefined | 3.2.5.7/229
303D_08E4 |Memory Region End Address (RDC_MREA14) 32 R/W Undefined | 3.2.5.8/230
303D_08E8 |Memory Region Control (RDC_MRC14) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_08EC |Memory Region Violation Status (RDC_MRVS14) 32 R/W | 0000_0000h 322221 o
303D_08F0 |Memory Region Start Address (RDC_MRSA15) 32 R/W Undefined | 3.2.5.7/229
303D_08F4 |Memory Region End Address (RDC_MREA15) 32 R/W Undefined | 3.2.5.8/230
303D_08F8 |Memory Region Control (RDC_MRC15) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_08FC |Memory Region Violation Status (RDC_MRVS15) 32 R/W | 0000_0000h 322221 o
303D_0900 |[Memory Region Start Address (RDC_MRSA16) 32 R/W Undefined | 3.2.5.7/229
303D_0904 |Memory Region End Address (RDC_MREA16) 32 R/W Undefined | 3.2.5.8/230
303D_0908 |Memory Region Control (RDC_MRC16) 32 R/W | 0000_00FFh | 3.2.5.9/230
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303D_090C [Memory Region Violation Status (RDC_MRVS16) 32 R/W | 0000_0000h 322221 o
303D_0910 |Memory Region Start Address (RDC_MRSA17) 32 R/W Undefined | 3.2.5.7/229
303D_0914 |Memory Region End Address (RDC_MREA17) 32 R/W Undefined | 3.2.5.8/230
303D_0918 |Memory Region Control (RDC_MRC17) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_091C |Memory Region Violation Status (RDC_MRVS17) 32 R/W | 0000_0000h 322221 o
303D_0920 |Memory Region Start Address (RDC_MRSA18) 32 R/W Undefined | 3.2.5.7/229
303D_0924 |Memory Region End Address (RDC_MREA18) 32 R/W Undefined | 3.2.5.8/230
303D_0928 |Memory Region Control (RDC_MRC18) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_092C |Memory Region Violation Status (RDC_MRVS18) 32 RW | 0000_0000h 3'22;2'21 o
303D_0930 |Memory Region Start Address (RDC_MRSA19) 32 R/W Undefined | 3.2.5.7/229
303D_0934 |Memory Region End Address (RDC_MREA19) 32 R/W Undefined | 3.2.5.8/230
303D_0938 |Memory Region Control (RDC_MRC19) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_093C |Memory Region Violation Status (RDC_MRVS19) 32 RMW | 0000_0000h 3'22'2'21 o
303D_0940 |Memory Region Start Address (RDC_MRSA20) 32 R/W Undefined | 3.2.5.7/229
303D_0944 |Memory Region End Address (RDC_MREA20) 32 R/W Undefined | 3.2.5.8/230
303D_0948 |Memory Region Control (RDC_MRC20) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_094C |Memory Region Violation Status (RDC_MRVS20) 32 RW | 0000_0000h 3'22'2'21 o
303D_0950 |Memory Region Start Address (RDC_MRSA21) 32 R/W Undefined | 3.2.5.7/229
303D_0954 |Memory Region End Address (RDC_MREA21) 32 R/W Undefined | 3.2.5.8/230
303D_0958 |Memory Region Control (RDC_MRC21) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_095C |Memory Region Violation Status (RDC_MRVS21) 32 RW | 0000_0000h 3'22'2'21 o
303D_0960 |Memory Region Start Address (RDC_MRSA22) 32 R/W Undefined | 3.2.5.7/229
303D_0964 |Memory Region End Address (RDC_MREA22) 32 R/W Undefined | 3.2.5.8/230
303D_0968 |Memory Region Control (RDC_MRC22) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_096C |[Memory Region Violation Status (RDC_MRVS22) 32 R/W | 0000_0000h 322221 o
303D_0970 |Memory Region Start Address (RDC_MRSA23) 32 R/W Undefined | 3.2.5.7/229
303D_0974 |Memory Region End Address (RDC_MREA23) 32 R/W Undefined | 3.2.5.8/230
303D_0978 |Memory Region Control (RDC_MRC23) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_097C |Memory Region Violation Status (RDC_MRVS23) 32 R/W | 0000_0000h 322221 o
303D_0980 |Memory Region Start Address (RDC_MRSA24) 32 R/W Undefined | 3.2.5.7/229
303D_0984 |Memory Region End Address (RDC_MREA24) 32 R/W Undefined | 3.2.5.8/230
303D_0988 |Memory Region Control (RDC_MRC24) 32 R/W | 0000_00FFh | 3.2.5.9/230
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303D_098C [Memory Region Violation Status (RDC_MRVS24) 32 R/W | 0000_0000h 322221 o
303D_0990 |[Memory Region Start Address (RDC_MRSA25) 32 R/W Undefined | 3.2.5.7/229
303D_0994 |Memory Region End Address (RDC_MREAZ25) 32 R/W Undefined | 3.2.5.8/230
303D_0998 |Memory Region Control (RDC_MRC25) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_099C |Memory Region Violation Status (RDC_MRVS25) 32 R/W | 0000_0000h 322221 o
303D_09A0 |Memory Region Start Address (RDC_MRSA26) 32 R/W Undefined | 3.2.5.7/229
303D_09A4 |Memory Region End Address (RDC_MREA26) 32 R/W Undefined | 3.2.5.8/230
303D_09A8 |Memory Region Control (RDC_MRC26) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_09AC |Memory Region Violation Status (RDC_MRVS26) 32 RW | 0000_0000h 3'22;2'21 o
303D_09B0 |Memory Region Start Address (RDC_MRSA27) 32 R/W Undefined | 3.2.5.7/229
303D_09B4 |Memory Region End Address (RDC_MREA27) 32 R/W Undefined | 3.2.5.8/230
303D_09B8 |Memory Region Control (RDC_MRC27) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_09BC |Memory Region Violation Status (RDC_MRVS27) 32 RMW | 0000_0000h 3'22'2'21 o
303D_09C0 [Memory Region Start Address (RDC_MRSA28) 32 R/W Undefined | 3.2.5.7/229
303D_09C4 [Memory Region End Address (RDC_MREA28) 32 R/W Undefined | 3.2.5.8/230
303D_09C8 [Memory Region Control (RDC_MRC28) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_09CC |Memory Region Violation Status (RDC_MRVS28) 32 RW | 0000_0000h 3'22'2'21 o
303D_09D0 |Memory Region Start Address (RDC_MRSA29) 32 R/W Undefined | 3.2.5.7/229
303D_09D4 |Memory Region End Address (RDC_MREA29) 32 R/W Undefined | 3.2.5.8/230
303D_09D8 |[Memory Region Control (RDC_MRC29) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_09DC |Memory Region Violation Status (RDC_MRVS29) 32 RW | 0000_0000h 3'22'2'21 o
303D_09EO |Memory Region Start Address (RDC_MRSAS30) 32 R/W Undefined | 3.2.5.7/229
303D_09E4 |Memory Region End Address (RDC_MREA30) 32 R/W Undefined | 3.2.5.8/230
303D_09E8 |Memory Region Control (RDC_MRC30) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_09EC |Memory Region Violation Status (RDC_MRVS30) 32 R/W | 0000_0000h 322221 o
303D_09F0 |Memory Region Start Address (RDC_MRSAS31) 32 R/W Undefined | 3.2.5.7/229
303D_09F4 |Memory Region End Address (RDC_MREA31) 32 R/W Undefined | 3.2.5.8/230
303D_09F8 |Memory Region Control (RDC_MRC31) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_09FC |Memory Region Violation Status (RDC_MRVS31) 32 R/W | 0000_0000h 322221 o
303D_0A00 |Memory Region Start Address (RDC_MRSA32) 32 R/W Undefined | 3.2.5.7/229
303D_0A04 |Memory Region End Address (RDC_MREA32) 32 R/W Undefined | 3.2.5.8/230
303D_0A08 |Memory Region Control (RDC_MRC32) 32 R/W | 0000_00FFh | 3.2.5.9/230
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303D_0A0C |Memory Region Violation Status (RDC_MRVS32) 32 R/W | 0000_0000h 322221 o
303D_0A10 |Memory Region Start Address (RDC_MRSAS33) 32 R/W Undefined | 3.2.5.7/229
303D_0A14 |Memory Region End Address (RDC_MREA33) 32 R/W Undefined | 3.2.5.8/230
303D_0A18 |Memory Region Control (RDC_MRC33) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_0A1C |Memory Region Violation Status (RDC_MRVS33) 32 R/W | 0000_0000h 322221 o
303D_0A20 |Memory Region Start Address (RDC_MRSA34) 32 R/W Undefined | 3.2.5.7/229
303D_0A24 |Memory Region End Address (RDC_MREA34) 32 R/W Undefined | 3.2.5.8/230
303D_0A28 |Memory Region Control (RDC_MRC34) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_0A2C |Memory Region Violation Status (RDC_MRVS34) 32 R/W | 0000_0000h 322221 o
303D_0A30 |Memory Region Start Address (RDC_MRSAS35) 32 R/W Undefined | 3.2.5.7/229
303D_0A34 |Memory Region End Address (RDC_MREA35) 32 R/W Undefined | 3.2.5.8/230
303D_0A38 |Memory Region Control (RDC_MRC35) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_0A3C |Memory Region Violation Status (RDC_MRVS35) 32 RMW | 0000_0000h 3'22'2'21 o
303D_0A40 |Memory Region Start Address (RDC_MRSAS36) 32 R/W Undefined | 3.2.5.7/229
303D_0A44 |Memory Region End Address (RDC_MREA36) 32 R/W Undefined | 3.2.5.8/230
303D_0A48 |Memory Region Control (RDC_MRCS36) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_0A4C |Memory Region Violation Status (RDC_MRVS36) 32 | RW | 0000 0000h | 231
303D_0A50 |Memory Region Start Address (RDC_MRSAS37) 32 R/W Undefined | 3.2.5.7/229
303D_0A54 |Memory Region End Address (RDC_MREA37) 32 R/W Undefined | 3.2.5.8/230
303D_0A58 |Memory Region Control (RDC_MRC37) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_0A5C | Memory Region Violation Status (RDC_MRVS37) 32 RW | 0000_0000h 3'22'2'21 o
303D_0A60 |Memory Region Start Address (RDC_MRSAS38) 32 R/W Undefined | 3.2.5.7/229
303D_0A64 |Memory Region End Address (RDC_MREA38) 32 R/W Undefined | 3.2.5.8/230
303D_0A68 |Memory Region Control (RDC_MRCS38) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_0A6C |Memory Region Violation Status (RDC_MRVS38) 32 R/W | 0000_0000h 322221 o
303D_0A70 |Memory Region Start Address (RDC_MRSA39) 32 R/W Undefined | 3.2.5.7/229
303D_0A74 |Memory Region End Address (RDC_MREA39) 32 R/W Undefined | 3.2.5.8/230
303D_0A78 |Memory Region Control (RDC_MRC39) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_0A7C |Memory Region Violation Status (RDC_MRVS39) 32 R/W | 0000_0000h 322221 o
303D_0A80 |Memory Region Start Address (RDC_MRSA40) 32 R/W Undefined | 3.2.5.7/229
303D_0A84 |Memory Region End Address (RDC_MREA40) 32 R/W Undefined | 3.2.5.8/230
303D_0A88 |Memory Region Control (RDC_MRC40) 32 R/W | 0000_00FFh | 3.2.5.9/230
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303D_0A8C |Memory Region Violation Status (RDC_MRVS40) 32 R/W | 0000_0000h 322221 o
303D_0A90 |Memory Region Start Address (RDC_MRSA41) 32 R/W Undefined | 3.2.5.7/229
303D_0A94 |Memory Region End Address (RDC_MREA41) 32 R/W Undefined | 3.2.5.8/230
303D_0A98 |Memory Region Control (RDC_MRC41) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_0A9C |Memory Region Violation Status (RDC_MRVS41) 32 R/W | 0000_0000h 322221 o
303D_0AAOQ |Memory Region Start Address (RDC_MRSA42) 32 R/W Undefined | 3.2.5.7/229
303D_0AA4 |Memory Region End Address (RDC_MREA42) 32 R/W Undefined | 3.2.5.8/230
303D_0AA8 |Memory Region Control (RDC_MRC42) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_0AAC [Memory Region Violation Status (RDC_MRVS42) 32 R/W | 0000_0000h 322221 o
303D_0ABO |Memory Region Start Address (RDC_MRSA43) 32 R/W Undefined | 3.2.5.7/229
303D_0AB4 |Memory Region End Address (RDC_MREA43) 32 R/W Undefined | 3.2.5.8/230
303D_0AB8 |Memory Region Control (RDC_MRC43) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_0ABC |[Memory Region Violation Status (RDC_MRVS43) 32 R/W | 0000_0000h 322221 o
303D_0ACO |Memory Region Start Address (RDC_MRSA44) 32 R/W Undefined | 3.2.5.7/229
303D_0AC4 |Memory Region End Address (RDC_MREA44) 32 R/W Undefined | 3.2.5.8/230
303D_0AC8 |Memory Region Control (RDC_MRC44) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_0ACC |Memory Region Violation Status (RDC_MRVS44) 32 RW | 0000_0000h 3'22'2'21 o
303D_OADO |Memory Region Start Address (RDC_MRSA45) 32 R/W Undefined | 3.2.5.7/229
303D_0AD4 |Memory Region End Address (RDC_MREA45) 32 R/W Undefined | 3.2.5.8/230
303D_0AD8 |Memory Region Control (RDC_MRC45) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_0ADC |Memory Region Violation Status (RDC_MRVS45) 32 RW | 0000_0000h 3'22'2'21 o
303D_0AEQ |Memory Region Start Address (RDC_MRSA46) 32 R/W Undefined | 3.2.5.7/229
303D_0AE4 |Memory Region End Address (RDC_MREA46) 32 R/W Undefined | 3.2.5.8/230
303D_0AE8 |Memory Region Control (RDC_MRCA46) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_0AEC [Memory Region Violation Status (RDC_MRVS46) 32 R/W | 0000_0000h 322221 o
303D_0AF0 [Memory Region Start Address (RDC_MRSA47) 32 R/W Undefined | 3.2.5.7/229
303D_0AF4 [Memory Region End Address (RDC_MREAA47) 32 R/W Undefined | 3.2.5.8/230
303D_0AF8 |Memory Region Control (RDC_MRCA47) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_OAFC |Memory Region Violation Status (RDC_MRVS47) 32 R/W | 0000_0000h 322221 o
303D_0B00 |Memory Region Start Address (RDC_MRSA48) 32 R/W Undefined | 3.2.5.7/229
303D_0B04 |Memory Region End Address (RDC_MREA48) 32 R/W Undefined | 3.2.5.8/230
303D_0B08 |Memory Region Control (RDC_MRC48) 32 R/W | 0000_00FFh | 3.2.5.9/230

Table continues on the next page...
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RDC memory map (continued)

Absolute . .
address Register name W 'd.t h Access | Reset value Section/
(in bits) page
(hex)
. S 3.2.5.10/
303D_0B0OC |Memory Region Violation Status (RDC_MRVS48) 32 R/W 0000_0000h 232
303D_0B10 |Memory Region Start Address (RDC_MRSA49) 32 R/W Undefined | 3.2.5.7/229
303D_0B14 |Memory Region End Address (RDC_MREA49) 32 R/W Undefined | 3.2.5.8/230
303D_0B18 |Memory Region Control (RDC_MRCA49) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_0B1C |Memory Region Violation Status (RDC_MRVS49) 32 | RW |0000_0000h 3'22'2'21 o
303D_0B20 |Memory Region Start Address (RDC_MRSA50) 32 R/W Undefined | 3.2.5.7/229
303D_0B24 |Memory Region End Address (RDC_MREA50) 32 R/W Undefined | 3.2.5.8/230
303D_0B28 |Memory Region Control (RDC_MRC50) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_0B2C |Memory Region Violation Status (RDC_MRVS50) 32 | RW | o0000_0ooon | %> o
303D_0B30 |Memory Region Start Address (RDC_MRSA51) 32 R/W Undefined | 3.2.5.7/229
303D_0B34 |Memory Region End Address (RDC_MREA51) 32 R/W Undefined | 3.2.5.8/230
303D_0B38 |Memory Region Control (RDC_MRC51) 32 R/W | 0000_00FFh | 3.2.5.9/230
303D_0B3C |Memory Region Violation Status (RDC_MRVS51) 32 | RW | 0000 0000h | 231

3.2.5.1 Version Information (RDC_VIR)

The VIR provides version information including the number of domains, number of
master slots, number of peripheral slots, and number of memory regions.

Address: 303D_0000h base + 0Oh offset = 303D_0000h

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16|15 14 13 12 11 10 9 8

6 5 4

R NMSTR
w
Rest 0 O OO OOT11T10T111011o0|1T1100O0T1O0O0O0O0OTO0OTGO0OTO0O
RDC_VIR field descriptions
Field Description
31-28 This field is reserved.
Reserved
27-20 Number of Memory Regions
NRGN
Indicates the number of memory regions in this instance of the RDC.
19-12 Number of Peripherals
NPER
Indicates the number of peripherals that can be isolated or safe-shared
Table continues on the next page...
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RDC_VIR field descriptions (continued)

Field Description

114 Number of Masters
NMSTR

Indicates the number of masters supported by this instance of RDC.

NDID Number of Domains

Indicates the number of domain ids supported by this instance of the RDC. Add one to the register value
to get the actual number of domains.

3.2.5.2 Status (RDC_STAT)

Address: 303D_0000h base + 24h offset = 303D_0024h

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

RDC_STAT field descriptions

Field Description
31-9 This field is reserved.
Reserved
8 Power Domain Status
PDS

Indicates if the "Power Down" memory regions are powered and available. Power Down memory regions
are only those memory regions susceptible to power outage for power savings are unavailable if this is
zero. "Always-On" memory regions remain available. Always On memory regions are those regions that
are not powered down unless the entire SoC is powered down. This signal remains low until all access
controls have been restored to the domain.

0 Power Down Domain is OFF
1 Power Down Domain is ON

7-4 This field is reserved.
Reserved
DID Domain ID

The Domain ID of the core or bus master that is reading this. The value is different for requests from
different domains.
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3.2.5.3 Interrupt and Control (RDC_INTCTRL)

Address: 303D_0000h base + 28h offset = 303D_0028h

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

RDC_INTCTRL field descriptions

Field Description
31-1 This field is reserved.
Reserved
0 Restoration Complete Interrupt
RCI_EN

Interrupt generated when the RDC has completed restoring state to a recently re-powered memory
regions.

0 Interrupt Disabled
1 Interrupt Enabled

3.2.5.4 Interrupt Status (RDC_INTSTAT)

Indication of Interrupt Pending for State Restoration

Address: 303D_0000h base + 2Ch offset = 303D_002Ch

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
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RDC_INTSTAT field descriptions

Field Description
31-1 This field is reserved.
Reserved
0 Interrupt Status
INT

Indicates state of interrupt signal for state restoration. This is that status of the interrupt enabled in
RDC_INTCTRL. Write one to interrupt status to clear it.

0 No Interrupt Pending
1 Interrupt Pending

3.2.5.5 Master Domain Assignment (RDC_MDAnN)

Address: 303D_0000h base + 200h offset + (4d x i), where i=0d to 26d

RDC_MDAnN field descriptions

Field Description
31 0 Not Locked
LCK 1 Locked
302 This field is reserved.
Reserved
DID Domain ID

Indicates the domain to which the Master is assigned

00 Master assigned to Processing Domain O
01 Master assigned to Processing Domain 1
10 Master assigned to Processing Domain 2
11 Master assigned to Processing Domain 3
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3.2.5.6 Peripheral Domain Access Permissions (RDC_PDAPN)

Address: 303D_0000h base + 400h offset + (4d x i), where i=0d to 117d

Bit 31
R
W LCK
Reset 0

5 4 3 2 1 0
D2R | D2W | D1R | D1W | DOR | DOW
1 1 1 1 1 1

RDC_PDAPnh field descriptions

Table continues on the next page...

Field Description
31 Peripheral Permissions Lock
LCK
When set prevents further modification of the Peripheral Domain Access Permissions (sticky bit until reset)
0 Not Locked
1 Locked
30 Semaphore Required
SREQ
When set the hardware semaphore state enforces the semaphore lock. If a domain has access
permissions and a semaphore has locked a shared peripheral then only the domain holding the
semaphore signal can access this peripheral.
0 Semaphores have no effect
1 Semaphores are enforced
29-8 This field is reserved.
Reserved
7 Domain 3 Read Access
D3R
0 No Read Access
1 Read Access Allowed
6 Domain 3 Write Access
D3W
0 No Write Access
1 Write Access Allowed
5 Domain 2 Read Access
D2R
0 No Read Access
1 Read Access Allowed
4 Domain 2 Write Access
D2w
0 No Write Access
1 Write Access Allowed
3 Domain 1 Read Access
D1R
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RDC_PDAPnh field descriptions (continued)

Field Description

0 No Read Access
1 Read Access Allowed

2 Domain 1 Write Access
D1W
0 No Write Access

1 Write Access Allowed

1 Domain 0 Read Access
DOR
0 No Read Access

1 Read Access Allowed

0 Domain 0 Write Access
Dow
0 No Write Access

1 Write Access Allowed

3.2.5.7 Memory Region Start Address (RDC_MRSAnN)

Address: 303D_0000h base + 800h offset + (16d x i), where i=0d to 51d

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16|15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

R

ReSet X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X*
* Notes:
e x=Undefined at reset.
RDC_MRSAnN field descriptions
Field Description
31-7 Start address for memory region
SADR
Lower bound (inclusive) modulo the defined granularity byte size of a region. The region size (granularity)
is defined for each Memory/Port in the Memory Region Map section. Region boundaries are aligned to the
minimum possible region size for the Memory/Port.
Reserved This field is reserved.
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3.2.5.8 Memory Region End Address (RDC_MREAN)

Address: 303D_0000h base + 804h offset + (16d x i), where i=0d to 51d

Bit31302928272625242322212019181716|1514131211109876543210

R

Reset X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X* X*

* Notes:
e x = Undefined at reset.

RDC_MREAnN field descriptions

Field Description

31-7 Upper bound for memory region
EADR
Upper bound (exclusive) modulo the defined granularity byte size of a region. The region size (granularity)
is defined for each Memory/Port in the Memory Region Map section. Region boundaries are aligned to the
minimum possible region size for the Memory/Port.

Reserved This field is reserved.

3.2.5.9 Memory Region Control (RDC_MRCn)

Address: 303D_0000h base + 808h offset + (16d x i), where i=0d to 51d

Bt 31
R
W LCK
Reset 0
5 4 3 2 1 0
D2R | D2W | D1R | D1W | DOR | DOW
1 1 1 1 1 1

RDC_MRCn field descriptions

Field Description

31 Region Lock
LCK
Locks all region fields from further modification except ENA, which can be set but not reset after LCK is
set. LCK is a sticky bit.

0 No Lock. All fields in this register may be modified.
1 Locked. No fields in this register may be modified except ENA, which may be set but not cleared.

30 Region Enable
ENA
Activates the memory region. If the region is not activated then the permissions and address boundaries
have not affect and the region will be fully accessible.

Table continues on the next page...
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RDC_MRCn field descriptions (continued)
Field Description
0 Memory region is not defined or restricted.
1 Memory boundaries, domain permissions and controls are in effect.
29-8 This field is reserved.
Reserved
7 Domain 3 Read Access to Region
D3R
0 Processing Domain 3 does not have Read access to the memory region
1 Processing Domain 3 has Read access to the memory region
6 Domain 3 Write Access to Region
D3W
0 Processing Domain 3 does not have Write access to the memory region
1 Processing Domain 3 has Read access to the memory region
5 Domain 2 Read Access to Region
D2R
0 Processing Domain 2 does not have Read access to the memory region
1 Processing Domain 2 has Read access to the memory region
4 Domain 2 Write Access to Region
Da2w
0 Processing Domain 2 does not have Write access to the memory region
1 Processing Domain 2 has Write access to the memory region
3 Domain 1 Read Access to Region
D1R
0 Processing Domain 1 does not have Read access to the memory region
1 Processing Domain 1 has Read access to the memory region
2 Domain 1 Write Access to Region
D1W
0 Processing Domain 1 does not have Write access to the memory region
1 Processing Domain 1 has Write access to the memory region
1 Domain 0 Read Access to Region
DOR
0 Processing Domain 0 does not have Read access to the memory region
1 Processing Domain 0 has Read access to the memory region
0 Domain 0 Write Access to Region
Dow
0 Processing Domain 0 does not have Write access to the memory region
1 Processing Domain 0 has Write access to the memory region
i.MX 7Solo Applications Processor Reference Manual, Rev. 0.1, 08/2016
NXP Semiconductors 231



Resource Domain Controller (RDC)

3.2.,5.10 Memory Region Violation Status (RDC_MRVSn)

Address: 303D_0000h base + 80Ch offset + (16d x i), where i=0d to 51d

Bit 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16

RDC_MRVSn field descriptions

Field Description

31-5 Violating Address
VADR

The address of the denied access. The first access violation is captured. Subsequent violations are
ignored until the status register is cleared. Contents are cleared upon reading the register. Clearing of
contents occurs only when the status is read by the memory region's associated domain ID (s).

4 Access Denied
AD
Access to a memory region denied. This bit is cleared when this bit is written by one of the allowed
domains.
3-2 This field is reserved.
Reserved
VDID Violating Domain ID

The domain ID of the denied access. The first access violation is captured. Subsequent violations are
ignored until the status register is cleared. Contents are cleared upon reading the register.

00 Processing Domain 0
01 Processing Domain 1
10 Processing Domain 2
11 Processing Domain 3

3.2.6 RDC SEMA42 Memory Map/Register Definition

Only Supervisor Mode accesses are allowed on these registers. User accesses generate an
error termination.
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RDC_SEMAPHORE memory map
2321';23 Register name (ivr\nli:itt:) Access | Reset value S:‘:;an
(hex)
303B_0000 |Gate Register (RDC_SEMAPHORE1_GATEDO) 8 R/W 00h 3.2.6.1/236
303B_0001 |Gate Register (RDC_SEMAPHORE1_GATE1) 8 R/W 00h 3.2.6.1/236
303B_0002 |Gate Register (RDC_SEMAPHORE1_GATE?2) 8 R/W 00h 3.2.6.1/236
303B_0003 |Gate Register (RDC_SEMAPHORE1_GATE3) 8 R/W 00h 3.2.6.1/236
303B_0004 |Gate Register (RDC_SEMAPHORE1_GATE4) 8 R/W 00h 3.2.6.1/236
303B_0005 |Gate Register (RDC_SEMAPHORE1_GATES5) 8 R/W 00h 3.2.6.1/236
303B_0006 |Gate Register (RDC_SEMAPHORE1_GATES6) 8 R/W 00h 3.2.6.1/236
303B_0007 |Gate Register (RDC_SEMAPHORE1_GATE?7) 8 R/W 00h 3.2.6.1/236
303B_0008 |Gate Register (RDC_SEMAPHORE1_GATES) 8 R/W 00h 3.2.6.1/236
303B_0009 |Gate Register (RDC_SEMAPHORE1_GATE9) 8 R/W 00h 3.2.6.1/236
303B_000A |Gate Register (RDC_SEMAPHORE1_GATE10) 8 R/W 00h 3.2.6.1/236
303B_000B |Gate Register (RDC_SEMAPHORE1_GATE11) 8 R/W 00h 3.2.6.1/236
303B_000C |Gate Register (RDC_SEMAPHORE1_GATE12) 8 R/W 00h 3.2.6.1/236
303B_000D |Gate Register (RDC_SEMAPHORE1_GATE13) 8 R/W 00h 3.2.6.1/236
303B_000E |Gate Register (RDC_SEMAPHORE1_GATE14) 8 R/W 00h 3.2.6.1/236
303B_000F |Gate Register (RDC_SEMAPHORE1_GATE15) 8 R/W 00h 3.2.6.1/236
303B_0010 |Gate Register (RDC_SEMAPHORE1_GATE16) 8 R/W 00h 3.2.6.1/236
303B_0011 |Gate Register (RDC_SEMAPHORE1_GATE17) 8 R/W 00h 3.2.6.1/236
303B_0012 |Gate Register (RDC_SEMAPHORE1_GATE18) 8 R/W 00h 3.2.6.1/236
303B_0013 |Gate Register (RDC_SEMAPHORE1_GATE19) 8 R/W 00h 3.2.6.1/236
303B_0014 |Gate Register (RDC_SEMAPHORE1_GATE20) 8 R/W 00h 3.2.6.1/236
303B_0015 |Gate Register (RDC_SEMAPHORE1_GATE21) 8 R/W 00h 3.2.6.1/236
303B_0016 |Gate Register (RDC_SEMAPHORE1_GATE22) 8 R/W 00h 3.2.6.1/236
303B_0017 |Gate Register (RDC_SEMAPHORE1_GATE23) 8 R/W 00h 3.2.6.1/236
303B_0018 |Gate Register (RDC_SEMAPHORE1_GATE24) 8 R/W 00h 3.2.6.1/236
303B_0019 |Gate Register (RDC_SEMAPHORE1_GATE25) 8 R/W 00h 3.2.6.1/236
303B_001A |Gate Register (RDC_SEMAPHORE1_GATEZ26) 8 R/W 00h 3.2.6.1/236
303B_001B |Gate Register (RDC_SEMAPHORE1_GATE27) 8 R/W 00h 3.2.6.1/236
303B_001C |Gate Register (RDC_SEMAPHORE1_GATEZ28) 8 R/W 00h 3.2.6.1/236
303B_001D |Gate Register (RDC_SEMAPHORE1_GATE29) 8 R/W 00h 3.2.6.1/236
303B_001E |Gate Register (RDC_SEMAPHORE1_GATES30) 8 R/W 00h 3.2.6.1/236
303B_001F |Gate Register (RDC_SEMAPHORE1_GATES31) 8 R/W 00h 3.2.6.1/236
303B_0020 |Gate Register (RDC_SEMAPHORE1_GATE32) 8 R/W 00h 3.2.6.1/236
303B_0021 |Gate Register (RDC_SEMAPHORE1_GATE33) 8 R/W 00h 3.2.6.1/236
303B_0022 |Gate Register (RDC_SEMAPHORE1_GATE34) 8 R/W 00h 3.2.6.1/236
303B_0023 |Gate Register (RDC_SEMAPHORE1_GATE35) 8 R/W 00h 3.2.6.1/236
303B_0024 |Gate Register (RDC_SEMAPHORE1_GATE36) 8 R/W 00h 3.2.6.1/236
303B_0025 |Gate Register (RDC_SEMAPHORE1_GATE37) 8 R/W 00h 3.2.6.1/236
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RDC_SEMAPHORE memory map (continued)

232?::: Register name (ivr\nligittl;) Access | Reset value S:c;t:;n/
(hex)
303B_0026 |Gate Register (RDC_SEMAPHORE1_GATE38) 8 R/W 00h 3.2.6.1/236
303B_0027 |Gate Register (RDC_SEMAPHORE1_GATE39) 8 R/W 00h 3.2.6.1/236
303B_0028 |Gate Register (RDC_SEMAPHORE1_GATEA40) 8 R/W 00h 3.2.6.1/236
303B_0029 |Gate Register (RDC_SEMAPHORE1_GATE41) 8 R/W 00h 3.2.6.1/236
303B_002A |Gate Register (RDC_SEMAPHORE1_GATE42) 8 R/W 00h 3.2.6.1/236
303B_002B |Gate Register (RDC_SEMAPHORE1_GATEA43) 8 R/W 00h 3.2.6.1/236
303B_002C |Gate Register (RDC_SEMAPHORE1_GATE44) 8 R/W 00h 3.2.6.1/236
303B_002D |Gate Register (RDC_SEMAPHORE1_GATE45) 8 R/W 00h 3.2.6.1/236
303B_002E |Gate Register (RDC_SEMAPHORE1_GATE46) 8 R/W 00h 3.2.6.1/236
303B_002F |Gate Register (RDC_SEMAPHORE1_GATEA47) 8 R/W 00h 3.2.6.1/236
303B_0030 |Gate Register (RDC_SEMAPHORE1_GATE48) 8 R/W 00h 3.2.6.1/236
303B_0031 |Gate Register (RDC_SEMAPHORE1_GATEA49) 8 R/W 00h 3.2.6.1/236
303B_0032 |Gate Register (RDC_SEMAPHORE1_GATES50) 8 R/W 00h 3.2.6.1/236
303B_0033 |Gate Register (RDC_SEMAPHORE1_GATE51) 8 R/W 00h 3.2.6.1/236
303B_0034 |Gate Register (RDC_SEMAPHORE1_GATES52) 8 R/W 00h 3.2.6.1/236
303B_0035 |Gate Register (RDC_SEMAPHORE1_GATES53) 8 R/W 00h 3.2.6.1/236
303B_0036 |Gate Register (RDC_SEMAPHORE1_GATE54) 8 R/W 00h 3.2.6.1/236
303B_0037 |Gate Register (RDC_SEMAPHORE1_GATE55) 8 R/W 00h 3.2.6.1/236
303B_0038 |Gate Register (RDC_SEMAPHORE1_GATE56) 8 R/W 00h 3.2.6.1/236
303B_0039 |Gate Register (RDC_SEMAPHORE1_GATES57) 8 R/W 00h 3.2.6.1/236
303B_003A |Gate Register (RDC_SEMAPHORE1_GATES58) 8 R/W 00h 3.2.6.1/236
303B_003B |Gate Register (RDC_SEMAPHORE1_GATE59) 8 R/W 00h 3.2.6.1/236
303B_003C |Gate Register (RDC_SEMAPHORE1_GATEG0) 8 R/W 00h 3.2.6.1/236
303B_003D |Gate Register (RDC_SEMAPHORE1_GATE61) 8 R/W 00h 3.2.6.1/236
303B_003E |Gate Register (RDC_SEMAPHORE1_GATE®62) 8 R/W 00h 3.2.6.1/236
303B_003F |Gate Register (RDC_SEMAPHORE1_GATE63) 8 R/W 00h 3.2.6.1/236
303B_0040 |Reset Gate Write (RDC_SEMAPHORE1_RSTGT_W) 16 R/W 0000h 3.2.6.2/237
303B_0040 |Reset Gate Read (RDC_SEMAPHORE1_RSTGT_R) 16 R/W 0000h 3.2.6.3/239
303C_0000 |Gate Register (RDC_SEMAPHORE2_GATEO) 8 R/W 00h 3.2.6.1/236
303C_0001 |Gate Register (RDC_SEMAPHORE2_GATE1) 8 R/W 00h 3.2.6.1/236
303C_0002 |Gate Register (RDC_SEMAPHORE2_GATE2) 8 R/W 00h 3.2.6.1/236
303C_0003 |Gate Register (RDC_SEMAPHORE2_GATES3) 8 R/W 00h 3.2.6.1/236
303C_0004 |Gate Register (RDC_SEMAPHORE2_GATE4) 8 R/W 00h 3.2.6.1/236
303C_0005 |Gate Register (RDC_SEMAPHORE2_GATES5) 8 R/W 00h 3.2.6.1/236
303C_0006 |Gate Register (RDC_SEMAPHORE2_GATES6) 8 R/W 00h 3.2.6.1/236
303C_0007 |Gate Register (RDC_SEMAPHORE2_GATE?) 8 R/W 00h 3.2.6.1/236
303C_0008 |Gate Register (RDC_SEMAPHORE2_GATES) 8 R/W 00h 3.2.6.1/236
303C_0009 |Gate Register (RDC_SEMAPHORE2_GATE9) 8 R/W 00h 3.2.6.1/236
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RDC_SEMAPHORE memory map (continued)
232?::: Register name (ivr\nligittl;) Access | Reset value S:c;t:;n/
(hex)
303C_000A |Gate Register (RDC_SEMAPHORE2_GATE10) 8 R/W 00h 3.2.6.1/236
303C_000B |Gate Register (RDC_SEMAPHORE2_GATE11) 8 R/W 00h 3.2.6.1/236
303C_000C |Gate Register (RDC_SEMAPHORE2_GATE12) 8 R/W 00h 3.2.6.1/236
303C_000D |Gate Register (RDC_SEMAPHORE2_GATE13) 8 R/W 00h 3.2.6.1/236
303C_000E |Gate Register (RDC_SEMAPHORE2_GATE14) 8 R/W 00h 3.2.6.1/236
303C_000F |Gate Register (RDC_SEMAPHORE2_GATE15) 8 R/W 00h 3.2.6.1/236
303C_0010 |Gate Register (RDC_SEMAPHORE2_GATE16) 8 R/W 00h 3.2.6.1/236
303C_0011 |Gate Register (RDC_SEMAPHORE2_GATE17) 8 R/W 00h 3.2.6.1/236
303C_0012 |Gate Register (RDC_SEMAPHORE2_GATE18) 8 R/W 00h 3.2.6.1/236
303C_0013 |Gate Register (RDC_SEMAPHORE2_GATE19) 8 R/W 00h 3.2.6.1/236
303C_0014 |Gate Register (RDC_SEMAPHORE2_GATEZ20) 8 R/W 00h 3.2.6.1/236
303C_0015 |Gate Register (RDC_SEMAPHORE2_GATE21) 8 R/W 00h 3.2.6.1/236
303C_0016 |Gate Register (RDC_SEMAPHORE2_GATEZ22) 8 R/W 00h 3.2.6.1/236
303C_0017 |Gate Register (RDC_SEMAPHORE2_GATE23) 8 R/W 00h 3.2.6.1/236
303C_0018 |Gate Register (RDC_SEMAPHORE2_GATE?24) 8 R/W 00h 3.2.6.1/236
303C_0019 |Gate Register (RDC_SEMAPHORE2_GATE25) 8 R/W 00h 3.2.6.1/236
303C_001A |Gate Register (RDC_SEMAPHORE2_GATE26) 8 R/W 00h 3.2.6.1/236
303C_001B |Gate Register (RDC_SEMAPHORE2_GATE27) 8 R/W 00h 3.2.6.1/236
303C_001C |Gate Register (RDC_SEMAPHORE2_GATE28) 8 R/W 00h 3.2.6.1/236
303C_001D |Gate Register (RDC_SEMAPHORE2_GATE29) 8 R/W 00h 3.2.6.1/236
303C_001E |Gate Register (RDC_SEMAPHORE2_GATES30) 8 R/W 00h 3.2.6.1/236
303C_001F |Gate Register (RDC_SEMAPHORE2_GATE31) 8 R/W 00h 3.2.6.1/236
303C_0020 |Gate Register (RDC_SEMAPHORE2_GATES2) 8 R/W 00h 3.2.6.1/236
303C_0021 |Gate Register (RDC_SEMAPHORE2_GATES3) 8 R/W 00h 3.2.6.1/236
303C_0022 |Gate Register (RDC_SEMAPHORE2_GATES34) 8 R/W 00h 3.2.6.1/236
303C_0023 |Gate Register (RDC_SEMAPHORE2_GATESS5) 8 R/W 00h 3.2.6.1/236
303C_0024 |Gate Register (RDC_SEMAPHORE2_GATES6) 8 R/W 00h 3.2.6.1/236
303C_0025 |Gate Register (RDC_SEMAPHORE2_GATE37) 8 R/W 00h 3.2.6.1/236
303C_0026 |Gate Register (RDC_SEMAPHORE2_GATES8) 8 R/W 00h 3.2.6.1/236
303C_0027 |Gate Register (RDC_SEMAPHORE2_GATES9) 8 R/W 00h 3.2.6.1/236
303C_0028 |Gate Register (RDC_SEMAPHORE2_GATE40) 8 R/W 00h 3.2.6.1/236
303C_0029 |Gate Register (RDC_SEMAPHORE2_GATEA41) 8 R/W 00h 3.2.6.1/236
303C_002A |Gate Register (RDC_SEMAPHORE2_GATE42) 8 R/W 00h 3.2.6.1/236
303C_002B |Gate Register (RDC_SEMAPHORE2_GATE43) 8 R/W 00h 3.2.6.1/236
303C_002C |Gate Register (RDC_SEMAPHORE2_GATE44) 8 R/W 00h 3.2.6.1/236
303C_002D |Gate Register (RDC_SEMAPHORE2_GATE45) 8 R/W 00h 3.2.6.1/236
303C_002E |Gate Register (RDC_SEMAPHORE2_GATEA46) 8 R/W 00h 3.2.6.1/236
303C_002F |Gate Register (RDC_SEMAPHORE2_GATE47) 8 R/W 00h 3.2.6.1/236
Table continues on the next page...
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RDC_SEMAPHORE memory map (continued)

23(51‘:;‘;? Register name (inYi:ittt;) Access | Reset value S:c;t;zn/
(hex)
303C_0030 |Gate Register (RDC_SEMAPHORE2_GATE48) 8 R/W 00h 3.2.6.1/236
303C_0031 |Gate Register (RDC_SEMAPHORE2_GATEA49) 8 R/W 00h 3.2.6.1/236
303C_0032 |Gate Register (RDC_SEMAPHORE2_GATES50) 8 R/W 00h 3.2.6.1/236
303C_0033 |Gate Register (RDC_SEMAPHORE2_GATES51) 8 R/W 00h 3.2.6.1/236
303C_0034 |Gate Register (RDC_SEMAPHORE2_GATES52) 8 R/W 00h 3.2.6.1/236
303C_0035 |Gate Register (RDC_SEMAPHORE2_GATES53) 8 R/W 00h 3.2.6.1/236
303C_0036 |Gate Register (RDC_SEMAPHORE2_GATE54) 8 R/W 00h 3.2.6.1/236
303C_0037 |Gate Register (RDC_SEMAPHORE2_GATES55) 8 R/W 00h 3.2.6.1/236
303C_0038 |Gate Register (RDC_SEMAPHORE2_GATES56) 8 R/W 00h 3.2.6.1/236
303C_0039 |Gate Register (RDC_SEMAPHORE2_GATE5S7) 8 R/W 00h 3.2.6.1/236
303C_003A |Gate Register (RDC_SEMAPHORE2_GATES8) 8 R/W 00h 3.2.6.1/236
303C_003B |Gate Register (RDC_SEMAPHORE2_GATES59) 8 R/W 00h 3.2.6.1/236
303C_003C |Gate Register (RDC_SEMAPHORE2_GATEG60) 8 R/W 00h 3.2.6.1/236
303C_003D |Gate Register (RDC_SEMAPHORE2_GATE61) 8 R/W 00h 3.2.6.1/236
303C_003E |Gate Register (RDC_SEMAPHORE2_GATE62) 8 R/W 00h 3.2.6.1/236
303C_003F |Gate Register (RDC_SEMAPHORE2_GATE63) 8 R/W 00h 3.2.6.1/236
303C_0040 |Reset Gate Write (RDC_SEMAPHORE2_RSTGT_W) 16 R/W 0000h 3.2.6.2/237
303C_0040 |Reset Gate Read (RDC_SEMAPHORE2_RSTGT_R) 16 R/W 0000h 3.2.6.3/239
3.2.6.1 Gate Register (RDC_SEMAPHOREXx_GATEn)

Each semaphore gate is implemented in a 4-bit finite state machine, right-justified in a
byte data structure. The hardware uses the logical bus master number (master_index) in
conjunction with the data patterns to validate all attempted write operations. Only
processor bus masters can modify the gate registers. Once locked, a gate can (and must)
be opened (unlocked) by the locking processor core.

Multiple gate values can be read in a single access, but only a single gate can be updated
via a write operation at a time. Attempted writes with a data value that is neither the
unlock value nor the appropriate lock value (master_index + 1) are simply treated as "no
operation" and do not affect any gate state. Attempts to write multiple gates in a single
aligned access with a size larger than an 8-bit (byte) reference generate an error
termination and do not allow any gate state changes. Processor dex values can be found
in Table 4-29.
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Address: Base address + 0Oh offset + (1d x i), where i=0d to 63d
Bit 7 6 5 4 | 3 2 1 0
Read 0 LDOM
GTFSM
Write
Reset 0 0 0 0 0 0 0 0
RDC_SEMAPHOREXx_GATER field descriptions
Field Description
7-6 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
5-4 Read-only bits. They indicate which domain had currently locked the gate.
LDOM

00 The gate is locked by domain 0. (True if bits [3:0] do not equal 0000.)
01 The gate has been locked by domain 1.
10 The gate has been locked by domain 2.
11 The gate has been locked by domain 3.

GTFSM Gate Finite State Machine.

The state of the gate reflects the last processor that locked it, which can be useful during system debug.

The hardware gate is maintained in a 16-state implementation, defined as:

0000 The gate is unlocked (free).

0001 The gate has been locked by processor with master_index = 0.
0010 The gate has been locked by processor with master_index = 1.
0011 The gate has been locked by processor with master_index = 2.
0100 The gate has been locked by processor with master_index = 3.
0101 The gate has been locked by processor with master_index = 4.
0110 The gate has been locked by processor with master_index = 5.
0111 The gate has been locked by processor with master_index = 6.
1000 The gate has been locked by processor with master_index = 7.
1001 The gate has been locked by processor with master_index = 8.
1010 The gate has been locked by processor with master_index = 9.
1011 The gate has been locked by processor with master_index = 10.
1100 The gate has been locked by processor with master_index = 11.
1101 The gate has been locked by processor with master_index = 12.
1110 The gate has been locked by processor with master_index = 13.
1111 The gate has been locked by processor with master_index = 14.

3.2.6.2 Reset Gate Write (RDC_SEMAPHOREx_RSTGT_W)

Although the intent of the hardware gate implementation specifies a protocol where the
locking processor must unlock the gate, it is recognized that system operation may
require a reset function to re-initialize the state of any gate(s) without requiring a system-
level reset.
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To support this special gate reset requirement, the RDC Semaphores module implements
a "secure" reset mechanism that allows a hardware gate (or all the gates) to be initialized
by following a specific dual-write access pattern. Using a technique similar to that
required for the servicing of a software watchdog timer, the secure gate reset requires two
consecutive writes with predefined data patterns from the same processor to force the
clearing of the specified gate(s). The required access pattern is:

1. A processor performs a 16-bit write to the RDC_SEMA42RSTGT memory location.
The least significant byte (RDC_SEMA42RSTGT[RSTGDP]) must be OxE2; the
most significant byte is a "don't_care" for this reference.

2. The same processor then performs a second 16-bit write to the
RDC_SEMA42RSTGT location. For this write, the lower byte
(RDC_SEMA42RSTGT[RSTGDP]) is the logical complement of the first data
pattern (Ox1D) and the upper byte (RDC_SEMA42RSTGT[RSTGTN]) specifies the
gate(s) to be reset. This gate field can specify a single gate be cleared, or else that all
gates are to be cleared. If the same processor writes incorrect data on the second
access or another processor performs the second write access, the special gate reset
sequence 1s aborted and no error signal will be asserted.

3. Reads of the RDC_SEMA42RSTGT location return information on the 2-bit state
machine (RDC_SEMA42RSTGT[RSTGSM]) that implements this function, the bus
master performing the reset (RDC_SEMA42RSTGT[RSTGMS]), and the gate
number(s) last cleared (RDC_SEMA42RSTGT[RSTGTN]). Reads of the
RDC_SEMA42RSTGT register do not affect the secure reset finite state machine in
any manner.

Address: Base address + 40h offset

Bt 15 14 13 12 11 10 9 8
Read

RSTGTN
Write RSTGDP

Reset 0 0 0 0 0 0 0 0 | 0 0 0 0 0 0 0 0

RDC_SEMAPHOREx_RSTGT_W field descriptions

Field Description

15-8 Reset Gate Number. This 8-bit field specifies the specific hardware gate to be reset. This field is updated
RSTGTN by the second write.

If RSTGTN < 64, then reset the single gate defined by RSTGTN, else reset all the gates.

RSTGDP Reset Gate Data Pattern. This write-only field is accessed with the specified data patterns on the two
consecutive writes to enable the gate reset mechanism. For the first write, RSTGDP = 0xE2 while the
second write requires RSTGDP = 0x1D.
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3.2.6.3 Reset Gate Read (RDC_SEMAPHOREx_RSTGT_R)

Although the intent of the hardware gate implementation specifies a protocol where the
locking processor must unlock the gate, it is recognized that system operation may
require a reset function to re-initialize the state of any gate(s) without requiring a system-
level reset.

To support this special gate reset requirement, the RDC Semaphores module implements
a "secure" reset mechanism that allows a hardware gate (or all the gates) to be initialized
by following a specific dual-write access pattern. Using a technique similar to that
required for the servicing of a software watchdog timer, the secure gate reset requires two
consecutive writes with predefined data patterns from the same processor to force the
clearing of the specified gate(s). The required access pattern is:

1. A processor performs a 16-bit write to the RDC_SEMA42RSTGT memory location.
The least significant byte (RDC_SEMA42RSTGT[RSTGDP]) must be 0xE2; the
most significant byte is a "don't_care" for this reference.

2. The same processor then performs a second 16-bit write to the
RDC_SEMA42RSTGT location. For this write, the lower byte
(RDC_SEMA42RSTGT[RSTGDP]) is the logical complement of the first data
pattern (0x1D) and the upper byte (RDC_SEMA42RSTGT[RSTGTN]) specifies the
gate(s) to be reset. This gate field can specify a single gate be cleared, or else that all
gates are to be cleared. If the same processor writes incorrect data on the second
access or another processor performs the second write access, the special gate reset
sequence 1s aborted and no error signal will be asserted.

3. Reads of the RDC_SEMAA42RSTGT location return information on the 2-bit state
machine (RDC_SEMA42RSTGT[RSTGSM]) that implements this function, the bus
master performing the reset (RDC_SEMA42RSTGT[RSTGMS]), and the gate
number(s) last cleared (RDC_SEMA42RSTGT[RSTGTN]). Reads of the
RDC_SEMA42RSTGT register do not affect the secure reset finite state machine in
any manner.

Address: Base address + 40h offset
Bit 15 14 13 12 11 10 9 8 | 7 6 5 4 3 2 1 0

Read 0 RSTGSM RSTGMS
RSTGTN

Write
Reset 0 0 0 0 0 0 0 0

RDC_SEMAPHOREx_RSTGT_R field descriptions

Field Description
15-8 Reset Gate Number. This 8-bit field specifies the specific hardware gate to be reset. This field is updated
RSTGTN by the second write.

Table continues on the next page...
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RDC_SEMAPHOREx_RSTGT_R field descriptions (continued)

Field Description
If RSTGTN < 64, then reset the single gate defined by RSTGTN, else reset all the gates.
7-6 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
5-4 Reset Gate Finite State Machine. Reads of the RDC_SEMA42RSTGT register return the encoded state
RSTGSM machine value. Note the RSTGSM = 10 state is valid for only a single machine cycle, so it is impossible
for a read to return this value. The reset state machine is maintained in a 2-bit, 3-state implementation,
defined as:

00 Idle, waiting for the first data pattern write.

01 Waiting for the second data pattern write.

10 The 2-write sequence has completed. Generate the specified gate reset(s). After the reset is
performed, this machine returns to the idle (waiting for first data pattern write) state. The "01" state
persists for only one clock cycle. Software will never be able to observe this state.

11 This state encoding is never used and therefore reserved.

RSTGMS Reset Gate Bus Master. This 4-bit read-only field records the logical number of the bus master performing

the gate reset function. The reset function requires that the two consecutive writes to this register must be
initiated by the same bus master to succeed. This field is updated each time a write to this register occurs.

The association between system bus master port numbers, the associated bus master device, and the
logical processor number is SoC-specific. Consult the device reference manual for this information.
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4.1 ARM Cortex A7 Platform (CA7)

4.1.1 Overview

The Cortex-A7 MPCore platform is a high-performance, low-power processor compliant
with the ARMv7-A architecture. The Cortex-A7 MPCore platform has dual symmetric
ARM®Cortex®-A7 cores with a L1 cache subsystem, integrated L.2 cache subsystem,
and integrated Generic Interrupt Controller (GIC).

Each Cortex-A7 MPCore includes the following:
e 32 KB LI Instruction Cache
e 32 KB L1 Data Cache
e Media Processing Engine (MPE) with NEON technology supporting the Advanced
Single Instruction Multiple Data version 2 (SIMDv?2) architecture
* Floating Point Unit (FPU) with support of the VFPv4-D32 architecture

NOTE
This is a superset of VFPv4-D16

* Support of ARMvV7A architecture including:
 Security extensions for enhanced security
* Virtualization extensions
» Large Physical Address (LPA) extension (LPA only supported within Cortex-A7
MPCore platform)

The Cortex-A7 MPCore platform includes the following:
e Integrated Global Interrupt Controller (GIC) configured to support 128 shared
peripheral interrupts
* Generic timer
* Snoop control unit (SCU)
* 512 KB unified L2 cache
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e Interconnect using a single 128-bit wide bus AMBA AXI bus
* ARMv7.1 ARM debug architecture that complies with the Coresight debug/trace
architecture

4.1.2 External Signals

The following table describes the external signals of ARM:
Table 4-1. ARM External Signals

Signal Description Pad Mode Direction
ARM_EVENTI Input event signal LCD_RESET ALT2 I
ARM_EVENTO Output event signal LCD_DATA18 ALT2 o]
ARM_TRACEOQ0 Trace signal LCD_DATAOQ0 ALT2 0]
ARM_TRACEO1 Trace signal LCD_DATAO1 ALT2 0]
ARM_TRACEO02 Trace signal LCD_DATAO02 ALT2 0]
ARM_TRACEO3 Trace signal LCD_DATAO03 ALT2 o]
ARM_TRACEO04 Trace signal LCD_DATA04 ALT2 o]
ARM_TRACEO5 Trace signal LCD_DATAO05 ALT2 o]
ARM_TRACEO06 Trace signal LCD_DATAO06 ALT2 o]
ARM_TRACEO07 Trace signal LCD_DATAOQ07 ALT2 (0]
ARM_TRACEO08 Trace signal LCD_DATAO08 ALT2 (0]
ARM_TRACEO09 Trace signal LCD_DATAO09 ALT2 (0]
ARM_TRACE10 Trace signal LCD_DATA10 ALT2 o]
ARM_TRACE11 Trace signal LCD_DATA11 ALT2 o]
ARM_TRACE12 Trace signal LCD_DATA12 ALT2 o]
ARM_TRACE13 Trace signal LCD_DATA13 ALT2 o]
ARM_TRACE14 Trace signal LCD_DATA14 ALT2 0]
ARM_TRACE15 Trace signal LCD_DATA15 ALT2 o]
ARM_TRACE_CLK Clock signal LCD_DATA16 ALT2 o]
ARM_TRACE_CTL Control signal LCD_DATA17 ALT2 o]
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4.1.3 Clocks

This section will discuss the Cortex-A7 clocks. For the specification of the maximum
Cortex-A7 core frequency, please see the product datasheet. The following table
describes the clock sources for ARM.

Bus Clocks: The AXI master port of the Cortex-A7 MPCore platform is designed to run
at half the speed (1:2 ratio) of the Cortex-A7 core.

Debug Clocks: The APB debug interface is designed to run at quarter the speed (1:4
ratio) of the Cortex-A7 core.

4.1.4 Platform Configuration

The revision and configuration of components the Cortex-A7 MPCore platform are
detailed below.

Table 4-2. Component Revision

Component Revision
Cortex-A7 MPCore MP020-MS-28610-rOp5-00rel0
ETM-A7 TM956-MS-28610-rOp0-00rel0

Table 4-3. Cortex-A7 MPCore Global Configuration

Option Selected Value Comments
Instruction cache size 32 KB L1 instruction cache size per core
Data cache size 32 KB L1 data cache size per core
L2 cache controller Present Integrated L2 cache controller
L2 data RAM cycle latency 3 cycles
Shared Peripheral Interrupts 128 128 shared peripheral interrupts
Number of processors 2 Dual Cortex-A7 MPCore
Integrated GIC True GIC included

Table 4-4. Cortex-A7 Core-Level Configuration

Option Selected Value Comments

NEON and/or FPU FPU and NEON FPU and NEON are both included in
each processor
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4.1.5 Low-Power and Performance

This section will discuss the low-power and performance features of the Cortex-A7 Core
Platform.

The Cortex-A7 MPCore includes the following low-power features:

» Power-efficient processing provided by Cortex-A7 CPU
e 28nm LP process technology
* Flexible power domain partitioning with separate domains for the following blocks:
* CPUO and respective L1 caches
e CPUI and respective L1 caches
e SCU and L2 cache controller
* 1.2 cache memory
* Debug including ETM
* Power-efficient timer events using combination of local generic timers and the global
system counter

4.2 ARM Cortex M4 Platform (CM4)

4.2.1 Overview

This block details the ARM Cortex-M4 core. The Cortex-M4 implements the ARMv7-
ME instruction set architecture (ISA). It provides compatibility with Cortex-M3 and adds
significant new capabilities with DSP and SIMD extensions. The basic multiply-
accumulate instructions support operations up to 32 x 32 + 64. Cortex-M4 also includes a
single-precision floating-point unit (FPU), which includes an extension register file of
thirty-two 32-bit floating-point data registers. Cortex-M4 complex includes the FPU and
two 32-bit system bus interfaces. The Cortex-M4 implementation includes two tightly-
coup